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1. AHHOTauwMA

[laHHbIN JOKYMEHT COAEPXKNT PYKOBOACTBO MO YCTAHOBKE M MepBOHavasbHOW HacTpolike [porpaMmMHOro Komnaekca
"Cuctema ycnosHoro goctyna DREGUARD" (ganee - CAS DREGUARD unan Cucrema), a Takke onvcaHme CUCTEMHBbIX
TpeboBaHWI AN KOMMNOHEHTOB.

JoKyMeHT npesHa3HayeH AN COTPYAHNKOB OTAeAa MOHUTOPUHIA N UHCTaIALMK, @ TakxKe ANA APYTrMX TEXHUYECKNX
CneunanncTos, B 0683aHHOCTM KOTOPbIX BXOAMUT YCTaHOBKa W nepBoHavanbHas HacTporika CAS DREGUARD.

[l,aHHoe onuncaHune aBndaeTca I'Iy6}'ll/l‘-IHbIM AOKYMEHTOM.
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2. TepMVHbI 1 COKpaLLeHnA

TepmuH CokpauieHue OnpeaeneHne

ABOHeHT - dursmyeckoe NV HOPUANYECKOE ML, C KOTOPLIM onepaTtop TB 3akatouaeT
[OroBOP Ha OKasaHue yCayr.

ABTOpM3aums - Mpouecc npeocTaBaeHns aboHeHTY NpaB Ha MCMOJIb30BaHWE YCyT
TENEBM3NOHHOTO onepaTopa (MPOCMOTP TENEBU3UNOHHbBIX KaHaN0B U YCayru
WHTEPaKTUBHBIX TENEBUN3NOHHbIX CEPBUCOB).

AHTULWaAPUHT - Mogaxoa, ncnonblyemblin B pazpaboTke TEXHOOTUIM MO NPOTUBOAENCTBUIO
HeneranbHOMYy JOCTYNy K KaHanam, 3akpbiTbiMm CAS DREGUARD, npun koTopom
pacnpocTpaHaroTca katoum (CW), nonyyeHHble OT O4HOW aBTOPM30BaHHOM
CMapT-KapTbl.

BunnnHrosas BSS CtopoHHuIA No oTHoweHuto K CAS DREGUARD KOMMOHEHT, OTBEeYaroLL i
cucTema 3a cbop MHPopMaLmKM 06 NCMOIb30BAHUN YCAYT, BbICTAB/IEHME CYETOB
aboHeHTam, 06paboTky naatexen. Ha ocHoBaHWW 3TOW MHPOPMaLLMK
(Business eunnmHroeas cuctema BbigaeT CAS DREGUARD komaHAbl Ha fobaBneHue,
Support System) yAaneHne Ui naMeHeHue NoAnmcok, coobueHunii MiHdokac, nam nHbIx

AaHHbIX, xpaHawmxca B CAS DREGUARD.

FonoBHoe - ObopyzAoBaHVe roOJIOBHOM CTaHLMK onepaTopa. B JaHHOM foKyMeHTe noj,

obopygoBaHue roJI0BHbIM 060pYyAOBaHNEM MOAPa3yMEBAETCs Ta €ro YacTb, KOTopast
HemnocpeACTBEHHO B3anmogenctsyeT ¢ Cuctemont YcnosHoro Jloctyna
cornacHo ctaHgapty DVB-SimulCrypt.

Knacc - Eannuua poctyna B CAS DREGUARD. C Touku 3peHua nonb3osatens CAS
DREGUARD (onepatopa TB), knacc onpegenseT naket TeneBU3NOHHbIX
KaHas0B, NpeAocTaBiseMblx abOHEHTY B KauecTBe eanHon ycyru. Ha baze
ynpaBaeHVa NpaBamMu Ha Kaacc peasnsoBaHo yrpasaeHne J0CTynom
aboHeHTa K MakeTy KaHanoB. [Tpy obopMaeHUN NOANNCKM Ha Knacc,
abOHEHTY NpesoCTaBASETCSA AOCTYN KO BCEM TENIEBU3NOHHBIM KaHaiawm,
BXOASALLMM B €ro COCTaB.

KoHTponbHoe Ccw Kntoum, ncnonbsyemblie ans ckpeMbanpoBaHus/aeckpeMbanpoBaHus

cnoso (Control TpaHcnopTHOro notoka aaroputmom CSA.

word)

MNAK CK CneuuanmsnpoBaHHoe WndpytoLee YCTPONCTBO.

"KpunTtokunep"

(Kpuntokunep,

Cryptokeeper)

Kpuntonepwnoa Meproa BpeMeHw, B TeUeHMe KOTOPOro ckpemMbaepoM MCNoNb3yeTcsa OAMH U

TOT XKe KNtoY ckpembamposaHusa (CW).
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Kntou, HeobXoAUMBIN A7 AeKOAMPOBaHNA ONepPaLMOHHBIX KOUen,
noay4daembix 13 EMM coobuieHnin. Mactep-kato4 OTHOCUTCA K CaMOMy
BEPXHEMY YPOBHIO MepapXmmn KNKOUeRn 1 XPaHUTCA B CaMOM 3aLLULLEHHOMN
06/1aCTN 3HEPTOHE3aBMCUMOW NaMATU CMapT-KapTbl. DTOT KAKOY NOayYaeTcs
NlerafibHbIM MOJIb30OBaTeNeM BMECTe CO CMapT-KapTol U HUKOTAA He MEHSETCA.

OpraHu3auus, npegocTaBastoLLas ycayru npocMoTpa LuppoBoro
TeNeBUAEHNA N NCMO/b30BaHNA JOMOJHUTENbHBIX CEPBUCOB.

Kntou, ncnonbsyembliii ana wWmdpoBaHna 1 paclundpoBbIBaHNA YNPaBAAOLLNX
cnoB (CW). OnepaumnoHHble KNtouM nepesaroTcs B 3allMppoBaHHOM BUAE B
cocTaBe creunanbHbix KomaHa B EMM coobuieHusx.

JaHHbIN TepMUH Mcnoab3yeTca B pamkax ¢yHkumoHana WHN. CoBokynHOCTb
npaB Ha UCMOJIb30BaHWe ycayr onepatopa 1B, npegocrtaBasemas aboHeHTy
npwv 3aKaro4eHnn gorosopa. Nognucka Ha nakeT yoiyr onpeaenser
JOCTYMHble Ana aboHeHTa Tunbl ycayr (Streaming, PVR 1 npouee), knacchbl
NoAKAt0UYaEMbIX YCTPONCTB (Hanpumep, naaHweTbl GS), MakcMMansHoe
KOJNM4eCTBO OAHOBPEMEHHO MOAK/IOYaeMbIX YyCTPONCTB. lNakeT ycayr MoxeT
NMeTb NPUBA3KY K OJAHOMY WM HECKOIbKUM KaHanam.

NHbopmauumsa o npaBax gocTyna aboHeHTa K kjlaccam 1 ycayram onepatopa
TB (ngeHtTndUKaTop Knacca, naeHTndUKaTop nakeTta ycayr u nepuog, Ha
KOTOPbIA OHW NpesocTaBeHbl).

YcTporictBo aboHeHTa, NpuHMUMaroLLLee 1 obpabaTbiBatoLLee curHan
LUMPPOBOro TENEBUAEHUS U NepesatoLLee ero jajnee AN BOCNPOU3BEAEHN
(Hanpumep, Ha TeneBM30pe UAN NAaHLIETe).

OpraHu3auus, npegocTaBastoLwas ycayrm npocMoTpa LmppoBoro
TENEBUAEHWNSA U UCMO/Ib30BAHWUA JOMOAHUTENbHBIX CEPBUCOB.

CucTtema, NpvHUMatoLLas, obpabaTbiBatoLias U xpaHsLlas nHbopmMaLmio o
noAnuckax aboHeHTOB.

YcTponcTBo WndpoBaHMa TPaHCMOPTHOrO NOTOKa, BXOAALLee B COCTaB
rofoBHoro obopyaoBaHus. B tepmuHonormum ctaHgapta DVB-Simulcrypt
0603HauvaeT GyHKLMOHabHBIA NOrMYeckuii 610K, OTBETCTBEHHbIN 3a
wundposaHme MPEG2 TpaHcnopTHOro notoka. [ns BbINOAHEHUA AaHHOM
byHKUMM gomkeH obecneunsatb nprem CW oT koMmnoHeHTa SCS.

Bepcus BHelHeW cMapT-KapThbl, peasn3oBaHHas Ha annapaTHou niathopme.
WNcnonb3yetca B CAS DREGUARD gnsa naeHtndurkaumm nonb3oBatenen,
6e30MacHOro XpaHeHWs NPUBATHbIX AaHHbIX U 3aLLMTbl KPUNTOrpaduyeckmx
onepauuii, HeobXoANMbIX AN YyNPaBAEHUA JOCTYMOM.
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®PyHKLMA NPUEMHMKA, NO3BOAAIOLWLAA NepesaBaTb KOHTEHT C MPUEMHMKa-
cepBepa Ha YyCTPOUCTBO-KAMEHT (MPUEMHMUK, NAaHLLET).

Paznnuatot cnegyrowme Buabl Streaming:

®  Mirror Streaming: Ha MOBU/IbHOE YCTPOMCTBO TPAHCANPYETCA KOHTEHT,
BOCMPOUW3BOANMbIN Ha CepBepe;

® Independent Streaming: Ha MOBMABHOE YCTPONCTBO TPaHCAUPYETCS
KOHTEHT MO 3anpocy KJAMEeHTa, He3aBUCMMO OT KOHTEHTa,
BOCMPOW3BOAMMOrO Ha cepBepe.

JononHuTtenbHas naaTHas GyHKLMOHaNIbHOCTb MPUEMHOro 0bopy0BaHMs,
AOCTYN K KOTOPOW OrpaHM4MBaeTcs onepaTtopoM LmMdpoBOro TeNeBuieHNs B
COOTBETCTBMM C pa3paboTaHHbIMU UM NPaBUAIAMU UCNOb30BaHWS AaHHOW
dYHKUMOHaNbHOCTM (Hanpumep, ncnosib3oBaHue Streaming 1 1.4.).

JaHHble cncTeMbl YCNOBHOTO AOCTyNa, Heobxogmmble ECMG ana
dopmupoBaHus ECM coobuueHunii. CoctaB U CTPYKTypa 3TUX AaHHbIX
onpegensetcs paspabotumkom CAS DREGUARD u siBasieTcs 3aKpbITOM
nHdopmavmen

CucTeMa yCNOBHOrO A0CTyMNa obecrneurBaeT 3aLimTy KOHTEHTA,
nepezaBaeMoro no KaHanam BeLLaHWs U pacrpeseneHns, oT KOMMEPUYECKOrO
nuparcrea.

Cuctema, npegcrasastoLas cobori npomexxytovHoe 10, koTopoe
obecneymBaet B3anmogeincTere MO NpreMHMKa 1 SMynaTOpa CMapT-KapTbl.
Library ynpaBnset BbligeneHnem cayxebHbix gaHHbix (Hanpumep, ECM n EMM)
13 NPUHATOrO TPAHCMOPTHOrO NOTOKa, MOJAYYEHNEM U3 HUX 3aLUMdPOBaHHbIX
KNOYen 1 Ux nepeaady aMynaTopy CMapT-KapTbl 418 paclindpoBKM.

Cepsuc aBTOpM3aumm 1 pacnpegeneHuns npas. CAS DREGUARD moxet
obpaTtnTbesa K Account Manager (Yepes cBoit ppoHTeHA nan API) ans
aBTOpM3auUnK, Nepegayn n NPoBepKn Npas NoJsb3oBaTens. 3ateMm, Npu
nomowm WEB Ul, nonb3oBatens CAS DREGUARD moxeT co3aaBatb
AOMONHUTENIbHbIE YYETHbIE 3aMWCKY, Ha3HavaTb POAN W CO3AaBaTb rpynnsbl
npas.

Mporpamma, obecneyriBaeT BO3MOXHOCTb AOMNONHUTENBHON 3aLLnThI
KOHTEHTa Npu BewaHnn B CNyTHMKOBOW u IP ceTax.

CepBuC ANa XpaHeHWsa Cnucka onepaTopos U UX KOHOUTYpPaLMOHHbIX AaHHbIX.
CepBuc nonyyaeT, arpernpyet u Bbl4aeT NepeyeHb onepaTopos, KOTopble
ncnonb3ytor DREAMPlatform, a Takxxe Habop KOHOUIYPaLMOHHbIX AaHHbIX
A8 Kaxgoro onepatopa. Takum obpa3om, abOHEHT, NONb3YACb OA4HUM
KJIVEHTCKUM MPUNOXKEHNEM, MOXET MoJydaTb JOCTYM K HECKOJ/IbKAM
oneparopam.
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Cucrema, peanusyrowas GyHKLMOHaA OTAPABKN YBEAOMIEHWUIA Ha
obopyaoBaHne aboOHEHTOB.

DVB-cTaHAapT apXuTeKkTypbl, MO3BOAAIOLLEN PYHKLNOHUPOBATb MHOXECTBY
Cuctem YcnoBHoro [loctyna B pamMkax eAvHOM rofIOBHOM CTaHLMK. TOT
CTaHAapT OnpesenseT apxuTekTypy roNoBHoro obopyaosanus n CY/,
BPEMEHHble NapaMeTpbl B3aUMOAENCTBUA KOMMOHEHTOB, UX MHTepdelchl 1
dopmat coobLLEeHNIA.

MpoaykT "InekTpoHHbIN Tenerns DREGUIDE".

JdononnutensHas dyHkuma CAS DREGUARD, npesHasHaueHHasa ans
nHGOpMMpPOBaHMA abOHEHTa O NPUUMHE OrPaHNYEHMA JOCTyNa K
Tenenepegave. VMiHdopmmpoBaHme Npon3BoANTCSA Yepes coobLLeHns
"KoanpoBaHHbIN KaHan", KOTOopble cogep>KaT Kog, cTaTyca
AecKpeMbAnNpoBaHMsA MU KPaTKYH MHCTPYKLMIO MO YCTPaHEeHWO Npobiemsl.

TexHonorns annapaTHOro aHTULLIAPWHIa, MOCTPOEHHAsA Ha AOMOJHUTEIbHOM
wundposaHmm CW g0 ero wndposBaHmsa anroputMomM cMapT-KapTbl. Tpebyet
annapaTtHoW noaaep>ku B npoueccope STB, B KOTOpbIV BCTpanBaeTcs
6umbanoteka (CAS DREGUARD Library).

Coobuenmne CAS DREGUARD, cogepxaluee B 3awmdposaHHoM Buge CW,
AeckpeMbanpyroLLMe TPaHCAUPYEMbI/ NOTOK.

CoobueHne CAS DREGUARD, copep>kalliee cnyxxebHble faHHble,
nHbopMaL Mo 0 NpaBax JOCTyNa 1 creLmabHble KOMaHAbl (M3MeHeHue
MOAMMNCKYM, OBHOB/EHWE OMEPaLIMOHHOrO KtoYa 1 Apyrue).

[JononHuntensHaa ¢yHkuna CAS DREGUARD, nossonstowas onepatopy TB
paccblnaTb TeKCTOBble cO0bLLeHNs aboHeHTaM. DyHKLUUS peannsyeTcs
cuctemort CAS DREGUARD uaum cuctemori CepBUCOB.

CoobLeHns NpuHyAnTeNbHO oTobpaxkatoTcs Ha akpaHe TB noBepx
OCHOBHOTO M306paxeHus. MNprMepbl NCMNONb30BaHWSA COOBLLEHWI -
npeaynpexaeHns o6 obHoBaeHWM MO, OKOHYaHMM NMOAMNCKY, OMOBELLEHMS
HaceneHusa u agpyrue.

Pexxum pabotel ECMG. B gaHHoM pexxume CW nepegarotcs B ECM B
He3awwndpoBaHHOM BUjE.
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Pexxnum OrpaHN4YeHHOro NpPoCcMoTpPa, I'IpeAHaBHal-IeHHbIﬁ Ana MOTUBaLU MK
aboHeHTa npoannTb NOAMUCKY. B AAaHHOM peXunmMme KapTuHKa TenekaHana
nponopuymnoHasbHO YMEHbLUAETCA, a B ocTa/bHOW 0b6acTn 3KpaHa BbIBOANTCA
peknama.

MpoaykT, KOTOpbI 0becneynBaeT BCTaBKy AaHHbIx B MUX ¢ onpegeneHHbIM
GuTpenToMm.

|/|CI'IO}1b3yETCFI Ana BCTaBKU B TpaHCHOpTHbII;I NOTOK AaHHbIX, NOJlydaeMbIX U3
Pa3HbIX NCTOYHWNKOB.

Pexxum CAS DREGUARD, obecneunBatoLmin paboty cMapT-KapTbl TOABKO C
OAHWUM KOHKPETHbIM MPUEMHUNKOM.

JNlornyeckoe ob6beanHeHWe KaHanoB, ckpeMbanpyembix eanHbimu CW,
Co3/laBaeMOe Ha rojoBHoM obopygosaHun Onepatopa TB.

KomnoHeHT ronoBHoro obopyaoBaHus, npeaHasHaueHHbIN A1 yCTaHOBAEHWS
n noaaep>xaHuns coegnHernna ¢ ECMG, nepegaun emy CW u AC, nonyyeHums
creHepupoBaHHbIXx ECM coobuennin n nepeHanpasneHve ux 8 MUX.

KoMnoHeHT ronoBHoro obopysoBaHus, NpeAHasHauYeHHbIn A5
npeobpaszoBaHus nosyyaemon nHbopmaumm B TS C nocneaytoLlen
nepegayert Ha CNyTHUK.

06K anropuTM cKpembANpPOBaHWA, NCMOb3YEMbIN A1 3aLUUTbI
LUPPOBOro TeNEBU3NOHHOMO MNOTOKa OT HECAHKLMOHMPOBAHHOMO J0CTyNa

dopmat MeanakoHTenHepa, KOTOPbIA MHKaMNCyANPYeT NakeTbl SN1eMeHTapHbIX
MOTOKOB W APYTUX AaHHbIX.

Habop nporpaMMHbIX CpeacTB, NpegHa3HauYeHHbIX 4151 MOHUTOPUHIa
TPaHCMOPTHOro NOTOKa.

KOMMOHEHT KOTOpbI MO3BOASET YNPaBAATL MOANUCKaMU/yCayramm
/ycTporictBamu/KaHanamm n 1.4. ObecneumBaeT MHTErPaLMIO C BUAANHT
cMcTeMamm onepaTopoB.
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3. BeegeHune

3.1. TpeboBaHua K kBanndMKaLnmM ycTaHOBLLMKA
,ﬂflﬂ YCTaHOBKU CUCTEMbI COTPYAHUK 0b6s3aH:

® uMeTb 6a3oBble NPeACTaBAEHNA U NPaKTUYeckne HaBblkn paboTkl ¢ cuctemont opkectpauum Kubernetes (
https://kubernetes.io/docs/tutorials/kubernetes-basics/) n nakeTHbiM MeHegxxepom Helm.

® meTb HaBblku paboTbl ¢ OC cemelicTtBa Linux, @ UMEHHO:

yCTaHOBKa MaKeToB;

CO3J,aHMEe N HaCTPOWKa CETEBbIX MOAKNHOUEHUN;

3anyck cnyxo, HacTpoika aBTo3anycka cayx6;

ycTaHoOBKa W HacTpolika PostgreSQL;

co3gaHue n pabota c b, noa ynpasneHvem PostgreSQL.

nmeTb 3HaHus o DNS.

nMeTb 6a3oBble MNPeACTaBAEHMA U NPaKTUYECKUe HaBblku paboThbl ¢ Git.

3.2. CuctemHble TpeboBaHma

Onsa yctaHokn CAS DREGUARD >enaTtenbHO BbieNNTb OTAE/bHbIN cepBep. PekoMeHayeTcsa ycTaHaBMBaTh cepeep B
NOKaNbHOW CeTH, 3alUMLLEHHON OT AOCTyMNa U3BHe.

3.2.1. AnnapatHoe O6ecneueHune

Mpoueccop — 4 aapa;

OnepaTtvBHas NamMATb — 3aBUCUT OT pa3mepa 6a3bl aboHEHTOB, ¢ koTopoW byaeT pabotate CAS DREGUARD.
MuHumym 8 GB;

XKectkumi gneck — 2 x 150 GB (3aBucuT oT o6bema b/);

lFonoBHoOe 0bopyAOBaHME, COOTBETCTBYIOLEee cTaHaapTy DVB-Simulcrypt ver. 2.

3.2.2. MporpammHoe O6ecneueHune

® KomnoHeHTbl CAS DREGUARD noctaBastoTCA B KOHTEMHepax, Mo3TOMy OcHOoBHOe TpebosaHume k OC cepBepa
- BO3MOXHOCTb ycTaHoBUTb Docker.

® [Mpepgnonaraetcs, uto 6a3bl gaHHbIX (OPKEY DB, CAS DB, Carousel DB v 1.4.) 6yayT pa3BepHyTbl Ha *nix
cncteme.

3.2.3. CuctemHble TpeboBaHUA AN pa3BepTbiBaHUA KOMNOHEHTOB CuctemMbl

KomnoHeHTbl Cuctemsbl pa3BopayvymMBaroTCA B KjacTepe Kubernetes. ,U,J'IFI AaHHbIX KOMMNOHEHTOB A0JI>KHa ObITb
pasBepHyTa ogHa HOZa KJsacTepa.

,ﬂ'ﬂﬂ YCTaHOBKMU HeO6XOAI/1MO npeaBapuTenbHO BbIMONHNTL Ciegyroune Tpe6OBaHI/I$|I

® Ha otaenbHOM cepBepe noarotossieHa Ansible node ¢ nogaepykkon CI/CD. 3a nHdopmaumen obpalyatscs K
pa3paboTtumky naatdopmbl aBTomatmsaumm CI/CD OO0 "LUndpa".
® YcraHoB/eH M HacTpoeH knactep Kubernetes uepes K3s.
® Tak KaKk pa3BepTbiBaHWe Npon3BoanTca B kaactepe k8s, To Heobxoaum config file ans goctyna k
Knacrepy.
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1. Ecam nonb3oBatenb BbINOAHAN pa3BepTbiBaHue Kubernetes camoctosTenbHO, TO OH cam
BoKeH co3aatb config file (cm. gokymeHTaumto Kubernetes).
2. Ecnm Kubernetes 6bin1 pa3BepHYT CTOPOHHUMU NtOABMM, TO He06x0AMMO noayumnTb config file
y agMUHMCTpaTopa knacrepa.
Ha mawwnHe agmuHucTpaTopa yctaHoBaeH kubectl (https://kubernetes.io/docs/tasks/tools/install-kubectl/).
Ha malwnHe agmMuHucTpaTopa ycraHoBseH helm.
Pa3BepHyT DNS-cepBep, npeobpazoBaHue MMeH dns 30HbI HACTPOeHO Ha MacTepa k8s (co3aaHbl A 3anucy Ha
30Hy dns). DNS ycTtaHaBavBaeTcs B ceTeBoe oKpyxeHne DMZ 30Hbl, rae 6yaet pa3sepHyT CAS DREGUARD.
® [ina koppekTHoW paboTbl cuctembl CAS DREGUARD Tpebyetcs pa3BepHyTh kaactep b/l (ccbiika v npasa
J0CTyNa K MHCTPYKLMW MO pa3BepTbiBaHUIO knactepa b/l npegoctaBasatotca No 3anpocy 3akas3ymka)
® [na koppekTHON paboTbl cnctembl CAS DREGUARD HeobxoanM AOCTyN K CleAyrownum pecypcam:
® chartmuseum (ccbiiika 1 NpaBa A0CTyna NPesoCTaBAAOTCA MO 3anpocy 3aKasumka)
® HeobxoanMm fOCTyN K peno3utoputo, cogepkatiemy helmfile gns passeptoiBaHus CAS DREGUARD. Helm
dain coaep>XKMT MHCTPYKLUK, C MOMOLLbHO KOTOPbIX OCYLLECTBAAOTCA HACTPOWKM yCTaHaBAMBaEMBbIX
KoMmnoHeHTOoB. CaMy KOMMOHEHTbI MOCTaBAAOTCA B Buge obpa3os (images), N3 KOTOpbIX pa3BoOpaynBaoTca
Docker-koHTenHepbI.

10/31


https://kubernetes.io/docs/tasks/tools/install-kubectl/

04 GS LABS CAS-DREGUARD-IG

GS GROUP PeBusua: 1.0

4. CoctaB KOMMOHEHTOB A1 YCTaHOBKWN CUCTEMBI

4.1. KomnoHeHTbl CAS DREGUARD

Pa3BepTbiBaHne koMnoHeHToB CAS DREGUARD ocyuectBasetca n3 penosmtopusa gitlab (c nomouukto CI/CD).
HeobxoanMble c6OpKHM, eCan He yKazaHo MHOE, nexar B gitlab.

JocTyn K penosutoputo, cogepkawemy helmfile ans passeptoiBaHns CAS DREGUARD, npegoctansercs no 3anpocy.

4.2. CAS scripts

CkpwunTbl o paboTe ¢ 6a3amu gaHHbIX (B T.U. 6236l CAROUSEL DB, Bxoasuiein B cocta MIS).

MocTaBaatoTCA B BUAE apxuBa cas_scripts X.X.X.zip
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5. YctaHoBka komnoHeHTOB CAS DREGUARD

@ Ycranoeka MIS ocyuectaferca coBmectHo ¢ CAS DREGUARD v BbinoaHAeTCA ciefyroLmnm obpasom:

1. Hactpowutb komnoHeHTbl MIS B penosutopun CAS DREGUARD, B datine production.yaml.
2. Yka3aTb/06HOBUWTb Tar peno3mTopus MIS B penosuntopun CAS DREGUARD.
3. Hactpoutb n pa3sepHytb CAS DREGUARD 13 peno3utopus gitlab (c nomowbro CI/CD).
a. MNpwu pa3septbiBaHnn CAS DREGUARD 6ygeT aBTOMaTUYeCKM NOATAHYT U nogHAT MIS.

5.1. lNpoueaypa ycTaHOBKMU

HeobxoAMMO BbINOSHNUTL YCTAHOBKY CUCTEMbI B COOTBETCTBUM C JOKYMeHTOM "OnuncaHue cxemMbl CD", Tar 4.0 (ccbinka
M NpaBa AOCTyna NPeoCTaBAAKTCA MO 3aMpoCcy 3aKa3yumka).

5.2. Kak co3gaTtb HOBYO cpesy

1. Co3gatb oTAenbHbIV NpoekT B Gitlab
2. HaCTpOI/ITb npoeKT certification/rcas Kak nogmMogyab Ha OCHOBE NHCTPYKLUN (ccbinka m npaea AOCTyna
npeasoCcTaBaAArOTCA MO 3anpocy 3aKa3umka)
3. B npoekTe cpegbl co3aaTb helmfile.yaml ¢ cogep>xumbim:
helmfiles:
- path: <nyTe go nogmogyna>/helmfile.yaml
values:
- <nyTb go nogmoayna>/default.yaml # 3arpyxaem 3ayeHua no-ymMonyHaHuo
- production.yaml # Mpumernaem cobcTeeHHyw koHQUrypaumo

- versions.yaml # (onuwonansHo) MMepeonpegenfseM BepcUM HEKOTOPLIX KOMMNOHEHTOB
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5.3. MNpumep .gitlab-ci.yml

# 20ecH Nepe4McnANTCA Heobxogumeie waru(stage) nawnnaiHa
# B Cny4ae, eCnM 4acTb BHIWEONWCEHHOrO $YHKUMOHanNa
# He TpebyeTCA, HEHYXHbIE WarW MOXHO YAaNMTb
# (Hanpumep, ocCcTaEMTe Tonsko init)
stages:
- init
- compose
- grade

variables:
# GIT_* nepeMmeHHuie HeoOXo4MMbl ANA NPaBWMNALEHOA paboTwl
# peno3MTOpUA C cabmopynem
GIT_SUBMODULE_STRATEGY: recursive
GIT_STRATEGY: clone
# ecnd namespace penM3a He 2a038TcA Yepez values/wabnodwe/helmfile,
# ToO ero MoOXHO 2a[aTb 4epez nepemedHyw MNAMESPACE
NAMESPACE: rcas-stand
STAGED_PIPELINE: "true"

include:
- project: 'automation/cd-templates’
ref: "4.8"

file: pipeline.yml

5.4. IByxCTyneHyaTbl AEenaoun

,ﬂ'}'lﬂ BbINOJIHEHNA ABYXCTYyNneH4YaToro 4ennos, B ciydae eCam 4actb PeN30B, ONMNCaHHBbIX B helmfile, caiepyer
YCTaHOBWUTb Npe>Xae OCTaNbHbIX, chefyeT BbIMOJAHUTb TP YC/I0OBUA:

® 3apatb B panne .gitlab-ci.yml nepemenHyto STAGED_PIPELINE B 3HaueHue true;
® B helmfile.yaml 3agate nepemerHble wait n waitForJobs;
® yKkasaTb /17 KaXAO0ro pesauvsa 3tan ero ycrTaHoBKW NOCPeACTBOM MeToK stage: first unw stage: second.

Mpr 3TOM BO3MOXHO TaK >e yCTaHOBWTb AOMYCTUMbIV NMEePUOZA OXUAAHWA BbINONHEHWA YCTAaHOBKN PeNn30B/4K060B
NnocpesACTBOM NepemMeHHoM timeout (no ymonyanuto - 300).

Bepcus wabnoHos CI gonxkHa 6biTb He MeHee 4.0.
5.5. Hactpoiwka u pa3septbiBaHne CAS DREGUARD

5.5.1. CD ana apredaxrtoB B/}

Mpwn pa3sepTbiBaHnn CAS DREGUARD npowucxoamt yctaHoBka SCH n API ana B/l uepes3 mexaHuam Kubernetes Jobs. B
npoLecce yCTaHOBKW COXPaHAETCA JIOF B KOHTEMHepe.
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sns_db_sch
enabl ed: true
# You can optionally override database address and port here
#db:
# address: 127.0.0.1
# port: 5432

sms_db_api
enabl ed: true

ITOT pexxMM noaaep>KmBatoT Bce 6a3bl gaHHbIx cnctembl CAS DREGUARD.

5.5.2. Hactpoiika nepeMeHHbIX OKPY>XeHUA

B cncreme passepTtbiBaHus CAS DREGUARD Tpebyetca ykasbiBaTb NepeMeHHble OKPY>XEHUS, KOTOPblE UCMOJb3YHOTCA
HenocpeacTBeHHO B camoM npouecce gennos CAS DREGUARD B knactep.

Hactpolika nepemeHHbIx ocyliectBaseTcs B gitlab.

B 6okoBOM MeHto BbibpaThb Settings (Ha naHenn cnesa) -> CI/CD -> Environment variables. OtpegaktnpoBatb
nepemeHHsble.

Tabauua c onucaHvem ncnosiblyemMbix nepemeHHbIX Gitlab

MepemeHHas OnucaHue
ERRMAPDB_LOGIN Vma nonb3osatens ansa Errmap b/,
ERRMAPDB_PASSWORD Maponb nonb3oBatens ana Errmap B/,
POSTGRES_LOGIN Vima agmuHuncTpaTopa PostgreSQL B/

POSTGRES_PASSWORD Maponb agmuHucTpaTtopa PostgreSQL B/,

SMSDB_LOGIN Vimsa nonb3oBatensa ans SMS b/]
SMSDB_PASSWORD Maponb nonb3osatens gaa SMS b/
CAROUSELDB_LOGIN Vmsa nonb3osatensa ana CAROUSEL b/4

MpumeuaHue. Carousel DB - koMmnoHeHT cuctemsl MIS.
CAROUSELDB_PASSWORD | [lMaposb nonb3osatens aia CAROUSEL B/}

Mpumeuanue. Carousel DB - koMnoHeHT cuctemsl MIS.

CASDB_LOGIN Vmsa nonb3osatens ana CAS B/,
CASDB_PASSWORD Maponb nonb3osatens gna CAS b/
OPKEYDB_LOGIN Vmsa nonb3osatens ans OPKEY B/
OPKEYDB_PASSWORD Maponb nonb3osatens gaa OPKEY B/}
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SCHEDULEDB_LOGIN Mma nonb3osatensa ana SCHEDULE B/,
SCHEDULEDB_PASSWORD | MNaponb nonb3osatens ana SCHEDULE b/
ROUTINGDB_LOGIN Vmsa nonb3osatens ans ROUTING B/,
ROUTINGDB_PASSWORD ' laposb nonb3zosatensa ana ROUTING B/,
ROUTEDB_LOGIN Mms nonb3oBatensa ans ROUTE DB

ROUTEDB_PASSWORD Maponb nonb3osatens ana ROUTE DB

(D BAXXHO! Environment variables nmetot 60s1ee BbICOKNI NPUOPUTET, YUeM NEPEMEHHbIE, 3alaHHble B dalinax.

! Mapametpbl _LOGIN n _PASSWORD 3agatotcs nosb3oBaTenemM v UCNojb3yrTCsa Npy NOAKAHOUYEHUN K
COOTBETCTBYHOLLMM 6a3aM AaHHbIX.

O6patute BHMMaHMe! Te Xe 3HaueHWs JOKHbI ObITb YKa3aHbl Npu HacTpoiike PostgreSQL (cMm. pasaen
Hactpoiika PostgreSQL). 3HaueHns no ymMonyaHuio (MMeHa nosib3oBatesnen) ana 6a3 AaHHbIX NPUBEAEHbI B
pasgene Hactpotrika PostgreSQL.

5.5.3. Hacrpoiika additional

Manka additional copep>xunT daiibl, C NOMOLLIO KOTOPbIX HacTpaneatoTcsa dns, ingress, probes, statsd. YkasaHHble
napameTpbl MPUMEHSOTCS KO BCEM CEPBUCAM U Cy>KbaM B JaHHOM perno3utopun. PekomeHayeTca He MeHATb 3TU
HaCTPOWKWN.

5.5.4. CoctaB penosutopus
PenosuTopuii umeeT cneayroLmii COCTaB:

helmfile.yaml - rnaBHbIN KOHGUrYypaLMOHHBIA dain yTuantel helmfile.
default.yaml - ¢aiin ¢ values okpyxxeHus ytmantel helmfile.
values - nanka c values ans kaxxgoro yapTa; OHW ABAAIOTCA LWabAOHHBIMUK W 3abupatoT 3HaueHus 13 values
okpy>xeHus (panna default.yaml).

® versions.yaml - daiin c BepcMAMU KOMMOHEHTOB; €C/IN B BEPCUM YCTaHOBEHa MyCTas CTpokKa, TO bepeTca
nocneaHAa Bepcusa (B COOTBETCTBUM C semver2).

® limitation - nanka c values pecypcoB nogos. C MOMOLLbIO 3TUX PpanNnoB HacTpamBatoTca KOMMNOHeHTbl CAS
DREGUARD, B TOM umnc/ie MHOrOUMCAEHHbIe 6a3bl AaHHbIX.

5.5.5. Bbibop komnoHeHToB CAS DREGUARD gns ycraHoBkuM
Mo ymonuaHuto passopaunBarotcs Bce komnoHeHTbl CAS DREGUARD, ogHako npu HeE0bXxoaMMOCTM MOXHO

OTKANHOUATb HEHYXKHble: Ans 3Toro B production.yaml, B KOpHe CeKLMM COOTBETCTBYHOLLErO KOMMOHEHTa HY>HO
BbICTaBUTb enabled: false.
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5.5.6. AluHaMmunueckme napamMmeTpbl B KOHPUrypauMoHHbIX ¢painnax
B koHdUrypaLoHHbIx dainax *_server.cfg napameTpbl pasgeneHsl Ha ABe rpynnbi:

1. Bce napameTpbl, exallne BHe cekLmm "system”. 3T napameTpbl MOXHO MEHATb AMHaMUUecky, T.e. 6e3
nepesanycka COOTBETCTBYHOLLEN CyXObl. [Tpy U3MEHEHMM 3HAUEHWUI 3TUX NapaMEeTPOB B
KOHPUrypaLmnmoHHoM daiine, No NpoLLecTBUM HEKOTOPOTrO BPEMEHW, HOBble 3HaueHua ByayT aBTOMaTMyecku
NPUMeEHEHbI K cyxbe.

! O6patute BHMMaHwue! [MapameTpbl, N3MeHAeMble AVHAMWYECKM, HeNb3s 3aAaTb Yepe3 NepeMeHHble
OKPY>KEHWNSA (CM. BbILLUE), OHW MEHAOTCS TONBKO B KOHOUrypaLunoHHom daline.

2. MapameTpbl B cekummn "system”. 3TM napameTpbl HEb3A U3MEHUTb AUHAMUYECKUN: YTOObI M3MEHEHUS STUX
napameTpoB BCTYNW/IM B CUJY, COOTBETCTBYIOLWas cyxba foKHa 6bITb NepesanyLueHa.

HekoTopble U3 AHaMUUECKN U3MEHsIEeMbIX MapaMeTpoB (Hanpumep, xxx.host B *.cfg) Henb3s NpuMeHsaTb Co
3HaYeHMAMM N0 YMONYaHMIO", OHU A0J/IKHbI BbITb HACTPOEHBI Ha production.

5.6. Pa3BepTbiBaHME cMCTEMbI (OCHOBHbIE 3Tarbl)
DTanbl pa3BépTbiBaHUA:

1. MNoaroTtoBka AaHHbIX B git (cM. ra. "YctaHoBka komnoHeHToB CAS DREGUARD"):
a. MN3yuntb gokymeHT "Onuncanme cxembl CD" (ccbinka 1 npaBa AOCTyna NpesocTaBAAfOTCA MO 3anpocy
3aKa3uvka). BoinosHUTL onucaHHble npoueaypbl.
b. Hactpoutb AByXCTyrneH4aTbIin A4eNI0M.
Hactpoutb environment variables (cm. "HacTpolika nepeMeHHbIX okpy>keHna").
d. HactpouTb yml-daiinel, KoTopble onpeaenstoT COCTaB M HACTPOWKM pa3BopaYMBaeMbIX CEPBUCOB U
6a3 gaHHbIX, cM. "Hactporika additional”, "CocTtaB peno3utopus”.
e. B KoHPUrypaumoHHbix dannax HacTpouTb NapameTpbl, KOTOPble HeNb3s OCTaBAATb "MO YMOAYaHUIO" U
/MW HeNb3s U3MEHUTb AUHaMUYecky, M. "[InHamMmmnyeckme napameTpbl B KOHPUrypaLMoHHbIX Gaiinax

g

2. YcraHoBka 6a3 AaHHbIX, BXoAsALWwMx B coctaB Cuctemsbl, B git (¢ nomotybto CI/CD). Cm. "YcTtaHoBka bas [laHHbIx

! PasBeptbiBaHne CAS DREGUARD npoucxogauT B ABa 3Tana: CHavana npov3BOAMTCA ycTaHOBKa 6a3
[aHHbIX, 3aTeM (mocne nx HanosaHeHus) - cepsucoB CAS DREGUARD.

Jtansbl (stages) HacTpamBatoTcs B gitlab-ci.yaml.

a. Mepes ycTaHoBKON TpebyeTcs co3aaThb U COOTBETCTBYHOLLUM 06pa3oM HacTpouTb production.yaml
(cm. CD pna aptedaktos b/J).
3. HanonHeHue 6a3 gaHHbIX (C noMoLbto ckpunTtoB). Cm. "YcTaHoBka bas [aHHbIx".
a. O6sa3arenbHo BbINOAHWUTL ckpunT individual_keys_get.sh (cm. "Hactporika kalwmposaHus
NHAMBUAYANbHbIX KArouen").
4. YcraHoBka cnyx6/cepBuncoB, BxoasaLmx B coctaB Cuctemsl, B git (c nomoubsto CI/CD).
a. Mepes ycTaHoBKON TpebyeTcs CO34aTb U COOTBETCTBYHOLLUM 06pa3oM HacTpouTb production.yaml.
b. Aenaetcs Heckonbko nHctaHcoB CAS DREGUARD:
i. OAVH - ana sms_postgres
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ii. no ogHomy mHctaHcy CAS DREGUARD - ans kaxgoro nposaligepa (provider_id)
5. (O6sa3atenbHO) yaanuTtb jobs, co3gaHHble Npu pa3BepTbiBaHWM Ha3 AaHHbIX, MHaUe B JaNbHENLLIEM HeJb3s
6yzet HakaTUTb HoBble DB_API n DB_SCH.

! BHUMAHME! lMpu yctaHoBke B production 6a3bl (XXX DB) eé ctapbie cxembl XXX_DB_AP],
COOTBETCTBYHOLLME bOslee paHHUM pennsam, aBTOMaTUYeckun He yaanatotca. T.e. cTapble CXeMbl
XXX_DB_API Hy>HO yaansTb BPYUHYHO.

5.7. PepaktnpoBanue production.yaml (ans cepsmncos CAS DREGUARD)

®ann production.yaml co3gaetcsa Ha ocHoBe default.yaml (ccbinka npegoctaBaseTcs No 3anpocy 3aKasuunka),
cofep>kallero OCHOBHbIe HacTpoiku Cuctembl. HacTpoiku, 3agaHHble B default.yaml, kpome (onLmoHanbHO)
NapameTpoB MOAKAHOUEHUS, ABASIOTCSA AOCTaTOUHBIMU AAs 3KCayaTauumn CUcTemMsl.

OcobeHHOoCTU:

® 3HayeHus NapamMeTpoB, 3agaHHble B production.yaml, uMetoT 60s1ee BbICOKWI MPUOPUTET, YUEM 3HAUEHNS,
3agaHHble B default.yaml.
Ecan napameTtp He 3agaH B production.yaml, To 6yaeT ncnosb3oBaHo 3HauveHune, 3agaHHoe B default.yaml.
Ecnn napameTp He 3agaH HY B production.yaml, Hu B default.yaml, To 6yaeT ncnonb30BaHO 3HaueHwe,
3alaHHOe B KOHOUrypaunoHHOM daine 4aHHOrO KOMMOHEHTa.

17/31



04 GS LABS CAS-DREGUARD-IG

GS GROUP PeBusua: 1.0

6. [peaBapuTeNbHbIE AEUNCTBUSA

6.1. YctaHoBka OC

1. YcraHoBuTe Ha cepBepe xenaemyto OC. CneayliTe CTaHAAPTHBIN MHCTPYKLUMAM MO HacTpoike gaHHon OC.
Mpeanonaraetcs, Uto cepep 6yaeT GyHKUMOHMpPOBaTb Nog ynpasaeHnem OC *nix.
2. YcraHoBute Docker Ha gaHHon OC.

6.2. Hactpolika nokanusaymnm
MpoBepbTe, UTo y Bac akTBHa fokanb ru_RU.UTF-8. Hanpumep, B Debian 310 MoXHO caenaTtb Tak:

1. BbinonHuTe KOMaHAy:

sudo dpkg-reconfigure -plow | ocal es

2. Y6eautech, uto B cnucke nokanmsaumi otmedeHa ru_RU.UTF-8. Ecam 310 He Tak, BbibepuTe € B 406aBOK K
yXe nMmeroLmMcs U Haxmute OK.
3. lNMpoBepbTe, UTO BbLIBOS, UMEET BUA:

Generating locales (this might take a while)...
en_US. UTF-8... done
ru_RU. UTF-8... done

Generation conplete.

6.3. YctaHoBka PostgreSQL

p

(D Mo ymonuaHuto Tpebyetca pa3BepHyTb kiactep b/, (ccbiika v NpaBa JOCTyNa K MHCTPYKLMK NO
pa3BepTbiBaHMIO KiacTepa b/l npegocTaBafroTCA Mo 3anpocy 3akasyunka)

[JaHHbIN pa3gen cnesyeT NCNOAb30BaTb TOJILKO B Cy4vae yctaHoBku b/l B pexxume Standalone.

@ Ans pabotbl cuctembl CAS DREGUARD Tpebyetcs PostgreSQL Bepcumn 14 nau Bbiwe.

Huxxe npvBeaeH npumep yctaHoBku PostgreSQL Ha cepBep 6e3 pa3BepTbiBaHMsA U HAaCTPOMKK knactepa bA.

1. (PekomMeHayeTCsl) OBHOBUTb TEKYLLME CUCTEMHbIE MakKeTbl, €C/IM 3TO HOBbIM 3K3eMMASAP cepBepa:

sudo apt update
sudo apt -y install vim bash-conpletion wyet
sudo apt -y upgrade

YctaHOBUTE AOMONHUTENBbHBIE NAKETbI (JIOKAAb):
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locale -a
sudo | ocal e-gen ru_RU. UTF-8
sudo dpkg-reconfigure |ocales

BbimnonHWTe nepesarpysky:

sudo reboot

2. [lobaBbTe penosutopmii PostgreSQL 14:
a. MNepep HacTpoiko penosmtopus APT nmnoptupyiite knrou GPG, ncnonb3yemblii Ans NOANUCH
nakeToB:

sudo apt update
sudo apt -y install gnupg2
wget --quiet -O - https://ww. postgresql.org/ nedi a/ keys/ ACCCACF8. asc | sudo apt-key add -

b. Mocne umnoprta knroya GPG gobasbTe cogepxkmmoe penosutopus B OC:
echo "deb http://apt.postgresql.org/pub/repos/apt/ “|sb_release -cs -pgdg main" |sudo tee /etc

/ apt/sources. |ist.d/ pgdg.list

¢. [lobaBneHHbIV PENO3UTOPUIA COAEPXKMUT MHOTO Pa3/IMUHbIX NMaKeToB, BKAOUash CTOPOHHMNE
fonosHeHus. OHW BKIKOYALOT:

i. PostgreSQL-kaneHT
ii. PostgreSQL
iii. libpg-DEV
iv. PostgreSQL-cepBep-DEV
v. naketbl pgadmin
d. Cat dpain, co3gaHHbIV AN NPOBEPKM EFO COAEP>KMMOTO:

$ cat /etc/apt/sources.list.d/ pgdg.list
deb http://apt.postgresql.org/pub/repos/apt/ buster-pgdg nmain

3. YcraHoska naketoB PostgreSQL 14:
a. O6HOBMTE CNUCOK MNAKETOB U YCTaHOBUTE CEPBEPHbIE U KANEHTCkue nakeTsl PostgreSQL 14:

sudo apt update

sudo apt -y install postgresql-14 postgresql-client-14 postgresql-14-cron

b. 3anyctute cepBep 6a3bl AaHHbIX, UCMOJIb3YsA CEAYHOLLYHO KOMaHAY:

sudo pg_ctlcluster 14 main start

c. MoaTtBepamnTe cTatyc cny>Kbbl N ncnonb3yembli hann KoHdUrypaumm:
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$ sudo pg_ctlcluster 14 main status

pg_ctl: server is running (PI D 4209)
/usr/1ibl/postgresql/14/bin/postgres "-D' "/var/lib/postgresql/14/ main"
/ post gresql / 14/ mai n/ post gresql . conf"

-c" "config file=/etc

d. MoxHo ncnosb3oBaTh KOMaHAy systemctl ans NpoBepkmn cTaTyca cay>bbl. B ciyyae ycnewwHowm
YCTaHOBKW BbIBOAWTCS COOBLLEHME NMPYMEPHO C/IEAYHOLLErO BUAA:

$ systenttl status postgresqgl.service
post gresql . service - PostgreSQL RDBMS
Loaded: |oaded (/lib/systend/ systenl postgresql.service; enabl ed; vendor preset: enabl ed)
Active: active (exited) since Sun 2019-10-06 10:23:46 UTC, 6mi n ago
Main PID: 8159 (code=exited, status=0/SUCCESS)
Tasks: O (limt: 2362)
CGroup: /systemslicel/ postgresql.service
Cct 06 10: 23: 46 debian systend[1]: Starting PostgreSQ. RDBMS...
Cct 06 10: 23: 46 debian systend[1l]: Started PostgreSQL RDBMS.

$ systenttl status [enmil protected]
[emai|l protected] - PostgreSQL Custer 14-nmin
Loaded: |oaded (/lib/systend/systenm[enmil protected]; indirect; vendor preset: enabled)
Active: active (running) since Sun 2019-10-06 10:23:49 UTC, 5min ago
Main PID: 9242 (postgres)
Tasks: 7 (limt: 2362)
CGroup: /systemslicel/systempostgresql.slice/[email protected]
9242 /usr/lib/postgresql/14/bin/postgres -D /var/lib/postgresql/14/main -c
config_file=/etc/postgresql/14/ mai n/ post gresql . conf
9254 postgres: 14/ nain: checkpointer
9255 postgres: 14/ nmin: background witer
9256 postgres: 14/ nmain: walwiter
9257 postgres: 14/ nmin: autovacuum | auncher
9258 postgres: 14/ nmin: stats collector
9259 postgres: 14/ nmin: logical replication |auncher
Cct 06 10: 23: 47 debian systend[1]: Starting PostgreSQL Custer 14-nmin...
Cct 06 10: 23:49 debian systend[1]: Started PostgreSQ d uster 14-nmin.

$ systenttl is-enabled postgresql
enabl ed

e. Bo Bpems ycTaHOBKM aBTOMaTMuYeCkn CO34aéTCs Nosib30BaTe b postgres. 3To cynepagMuMHUCTPaTop,
KOTOPbIV UMEET NOAHbIN AOCTyn Ko BceMy PostgreSQL.
4. Mposepka coegnHeHmns c PostgreSQL, HacTpolika nosb3oBaTens:
a. Bo Bpems yctaHOBKM Nosnb3oBaTeNb postgres co3gaeTcs aBToMaTMyeckn. ITOT NOAb30BaTe b UMeeT
NOJHBIV AocTyn superadmin Ko Bcemy ak3emnasapy PostgreSQL.

sudo su - postgres

b. (Heobs3aTenbHO) 3aMeHUTE Naposib MNOAb30BaTENS Ha 6oNee HaZEeXHbIN:

psql -c "alter user postgres with password ' NEW PASSWORD "

¢. 3anyckaem PostgreSQL ¢ noMoLLbto KOMaHAbI:

$ psql

d. MonyunTb MHPOPMALIMIO O MOAKAOUEHNN, KaK MOKA3aHO HUXE:
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$ psql
psqgl (14.0 (Ubuntu 14.0-1. pgdgl8. 04+1))
Type "hel p" for help.

postgres=# \conninfo

You are connected to database "postgres" as user "postgres" via socket in "/var/run/postgresqgl"
at port "5432"

e. Y6eautbes, uto cepsuc PostgreSQL 3anyckaeTcs npu 3arpy3ke CUCTEMbI, MOXHO C MOMOLLbH KOMaHA;

$ systenttl status postgresql.service
$ systenttl status postgresqgl @4-nuin.service
$ systentt! is-enabled postgresq

6.4. Hactpouika PostgreSQL

® no yMo4aHuto TpebyeTca pa3BepHyTb knactep b/ (ccbiika 1 npaBa AOCTyNa K MHCTPYKLMN MO
pa3BepTbiBaHWIO Kiactepa b/l npesocTaBaatoTCca No 3anpocy 3akas3uvmka)

[laHHbIN pa3gen ciesyeT UCNosib30BaTh TO/ILKO B C/ly4ae yCcTaHOBKM B/l B pexxnme Standalone.

YcraHoBwuTe postgresql-14 Ha Bawy OC.

! PostgreSQL yctaHaBavBaeTCs 1 HaCTPanBaeTCA NPOMOPLIMOHANbHO KOJMYECTBY CEPBEPOB.

Mocne 3Toro HeO6XOAMMO BbIMONHUTL CNeAYHOLLIME HAaCTPOMKM:

' Heobxogunm PostgreSQL Bepcumn 14 nan Bbliwe.

1. OTKpbITE KOHPUTYpaLMOHHBIV dainn postgresql.conf ana pesakTnpoBaHua. Painn HaxoOAWUTCS 34ecCh:

/ et c/ post gresql / 14/ mai n/ post gr esql . conf

2. B darine BbINONHUTL CesytoLLee:

i yKa3aTb B c|)a|7|ne 3Ha4yeHne napameTpa timezone, Kak NMOKa3aHO HUXE:

ti nezone = ' UTC

! Takoe 3HaueHve NapameTpa HEOBXOAMMO Mpu yCTaHOBKe 6a3bl faHHbIX SMS.

® 13MeHWTb 3HayeHWe NapameTpa listen_addresses, Kak MOKa3aHO HUXe, N PaCKOMMEHTMPOBATb
COOTBETCTBYIOLLYIO CTPOKY:
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i sten_addresses = '*' # what | P address(es) to listen on

® ans Hactponku aBToBakyyma PEKOMEHAYHOTCA npuBeseHHbIE HUXKE 3HAUEHMS:

aut ovacuum = on

#| og_aut ovacuum nmi n_duration = 0

aut ovacuum max_wor kers = 15

aut ovacuum naptine = 1mn

aut ovacuum vacuum t hreshold = 120

aut ovacuum anal yze_t hreshol d 120

aut ovacuum vacuum scal e_factor = 0.01
aut ovacuum anal yze_scal e_factor = 0.05

® [Mpw gaHHOM KOHOUrypaLummn cepaepa:
CPU Intel(R) Xeon(R) CPU E3-1220 v3 @ 3.10GHz

Memory 8 GB

PEeKOMEHAYETCA NCMOb30BaTh C/eytoLe napameTpsi:

max_connections = 100
shared_buffers = 2GB

ef fective_cache_size = 6GB

wor k_mem = 20971kB

mai nt enance_wor k_nmem = 512MB
wal _buffers = 16MB

default _statistics_target = 100

'[:D Pelwwatowne napameTpbl A5 3anycka:
max_connections = 100
shared_buffers = 2GB

Ecnn o6bem namsaTtu cepeepa meHbLue 8 b, TO 3HaUeHMs yKa3aHHbIX MapaMeTPOB JO/IKHbI
6blTb MeHbLUE.

3. OTKpbITb KOHUTYpaunoHHbI daiin pg_hba.conf pna pesaktnpoBaHus. ®an HaXoAUTCA 34eCh:

/ et c/ post gresql / 14/ mai n/ pg_hba. conf

4. Heobxoanmo, utobbl K postgres MOran NOACOEANHUTLCA NH0ObIE NPOLECCH! C IOKabHOW MaLUMHbI, @ Takxke
Docker-koHTeliHepbl (Moacetb 172.17.0.0/16). Takke HeobxoaMMO ykasaTb HacTponku IPv6. Takum obpazom,
dainn MoxeT BbIrIAAETb ClieAytoLmm obpasom (mpumep):
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# 1 Pv4 | ocal connections:

host al | al | 127.0.0.1
/32 trust
host al | al | 172.17.0.0
/16 trust

# | Pv6 | ocal connections
host al | al | 1
/128 trust

5. Mpw pabote CAS DREGUARD TpebytroTcsa nokatoueHus K 6asam gaHHbix. He0b6XoAMMO HaCTpOUTb K HUM
JOCTyn.
6. Mepe3anyctutb PostgreSQL:

sudo /etc/init.d/ postgresql restart

6.5. YctaHOBKa HeobxoanMmbix bubanotek (ana PostgreSQL)
Mepeg 3anyckomM ckpunToB ans co3ganHuns SMS_CAS_DB Heob6xoaMMO BbINOAHUTL CleAytoLLee:

1. YcraHoBuTb citus n pg_cron.
Mpumep (ans postgresqgl sepcnn 14):

sudo apt-get -y install postgresql-14-citus postgresql-14-cron

2. OTkpbiTh daiin postgresql.conf nnsa pepaktnpoBarus. ®aiin HaxoauTCs 34€eCh:

/ et c/ post gresql / 14/ mai n/ post gresql . conf

3. [obaBuTb ycTaHOB/IEHHbIE BUBAMOTEKN B dait:

shared_prel oad_libraries = 'citus, pg_cron' # (change requires restart)

4. [ob6asuTb B Gain Ha3BaHWe B/l ans pg_cron:

cron. dat abase_nane = 'snscas

5. Y6eawnTtbcs, uto B postgresql.conf cnesyrouiee 3HaueHne napametpa timezone:

ti mezone = ' UTC

6. Mepesanyctutb PostgreSQL:

sudo /etc/init.d/ postgresqgl restart
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/. YcraHoska ba3 [JaHHbIX

! BHUMAHME! Mpu pa3sépTbiBaHuM / 06HOBAEHUM cxeM 6a3 gaHHbix CAS DREGUARD ans Hux
aBTOMaTMuecku yctaHaBameaetcs 'UTC' timezone, BHe 3aBUCMMOCTU OT HacTpoliku PostgreSQL.

Mo ymonyaHuto, b1 6yayT co3ganbl B Tabav4HOM NpocTpaHcTee pg default (TabanyHoe NpoCTPaHCTBO Mo
ymMondaHuto ansa PostgreSQL).

7.1. MNoaroToBKa K yCTaHOBKe
Mopsaok aeicTBUIA:
1. PacnakoBaTb apxvB cas_scripts X.X.X.zip , BxogALMiA B KOMMJIEKT NMOCTaBKW, B XXeJaeMyto Marnky Ha pasgene
auncka (Hanpumep, /home).

2. MpepocTaBUTh NOL30BATENSAM MPaBa Ha UTEHWE, U3MEHEHWE W 3aMyCK COAEP>XKMMOTO Manku, Co3gaHHOM Ha
npeablAyLLeM Luare:

sudo chnod -R +x /hone/cas_scripts

3. CmeHuUTb BNajenbLia JaHHOW Nanku Ha postgres:

sudo chown -R postgres /hone/cas_scripts

7.2. YctaHoBka b/}

Pa3BepTbiBaHMe BCcex H6a3 AaHHbIX, BXoaALWmMA B coctaB cucteMbl CAS DREGUARD, ocyluecTBAsieTCs 13 peno3ntopus
gitlab (c nomowpkto CI/CD). Cm. YcTaHoBka komnoHeHToB CAS DREGUARD.

! O6patute BHMMaHue! Npu yctaHOBKe 1 pa3BepTbiBaHUM 6a3 AaHHbIX ¢ nomoubto CI/CD Ha3BaHusA 6a3

AaHHbIX He AOJDKHbI coaepxkaTtb "-" n "_" (aedpucbl n HWOXKHUE NoguepkmnBaHus). [1os3Tomy 3aech U

Adanee co6mop,a|7|Te 3TO OrpaHmn4yeHmne 44 BCeX pa3BopayMBa€MbIX 6a3 AaHHDbIX.

7.3. HanonHeHne CAS_DB

Monyumnte faHHble, HeobxoanmMble ans HanonHeHusa CAS_DB u apyrux 6a3, ot nocrtasLuka katodeit (Key Owner).
3arpy3uTte 311 gaHHble B 6a3bl CAS DREGUARD.

OnwucaHwve 3TOM NpoLeaypbl BEIXOAUT 3@ PaMKW JaHHOTO JOKYMEHTa 1 NPVBEAEHO B OTAE/NbHOM AOKyMEHTe (40CTyn
CTPOro orpaHunyen).

7.4. HanonHeHue Schedule DB

7.4.1. Hactpoiika schedule_db _init

KomnoHeHT schedule_db_init oTBeuaet 3a HauanbHOEe HanosHeHWe pacnucaHma 3agay B SCHEDULE DB.

24 /31



04 GS LABS CAS-DREGUARD-IG

GS GROUP PeBusua: 1.0

B napameTpax KOMMOHeHTa ecTb CTaHAAPTHbIV enabled: false/true (no ymonuaHuto false) n cas_versions:
"3,4,5,55,6,255" (no ymonuaHuto "6"), 0603HauatoLwmMin BEPCUIO KOMaHA, 4151 KOTOPOWN HY>HO 3arpy3uTb HayasibHOe
HanosNHeHwe.

7.4.2. Murpauumsa cyu,ecTByIoLLero pacnmcaHms

B cnyuae, ecnm nmeerca cyliecTByolLee pacnmucaHue, To BO3MOXEH Npouecc Murpauun. B stom ciyvae
komnoHeHT schedule_db_init B agennoe CI/CD oTtknrouaetca (enabled: false) n ckpynT UCNONHSAETCA B PYYHOM
pexuvme.

HeobxoavMble ycnoBus:
® python Bepcun 3.7 u Bblwwe
MocnegoBaTenbHOCTb A4€ACTBUIA:

1. YcTraHOBUTb HEODXOAMMBIE MOAYAM U3 requirements.txt:

pip install -r requirenents.txt

2. MepBbIi 3anyck NPOBECTM B pexxunme export, ykasas 6a3y opkey, rae cyliectByeTt pacnvcaHue,
npeABapvTeNbHO Co34aB Manky 1 3agae eé B napametpe dir.

MNpumep:

pyt hon3 schedul e_| oad. py --node=export --database=opkey6 --schema=opkey --port=5432 --user=opkeyadnmn --
pass=opkeyadmi n --host =l ocal host --dir=old_schedul e --cas_version=6

3. BTopotli 3anyck NpoBecTv B pexxmnmMe import, B kayecTBe H6a3bl ykasaB HoByto schedule, a cxemy octaBuUTb
public.
Mpurmep (3arpyska T0/bKO HayaJbHOrO HaNoJIHEHWS):

pyt hon3 schedul e_l oad. py --npde=i nport --database=sch --schema=public --port=5432 --user=postgres --
pass=post gres --host=local host --dir=schedul e_data --cas_versi ons=55

MprMep (3arpyska HavyanbHOro HaMoOJJHEHNS WU PACNCaHWs - Ana NocaeaHero AobasaeH napameTp
import mode=import_schedules):

pyt hon3 schedul e_| oad. py --npde=i nport --database=schedul e --schema=public --port=5432 --user=sch_adnin
--pass=sch_adnmi n --host =l ocal host --dir=old_schedul e --cas_versi on=6 --inport_node=i nport_schedul es

7.5. HanonHeHme octanbHbix b/l
C nomolbto 3anonHeHnsa Tabany, bl npon3sBoamnTca HacTpoika:
® 3abopa fgaHHbIX U3 SMS

® reHepauunm OPKEY
® reHepaumu 1 pacceinikm EMM
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Mpwu yctaHoBke B B/l 3aHOCUTCA HayalbHOE HaMOJIHEHWE, C KOTOPbIM MOXHO MPOBOAUTL TECTOBbIE 3aMyCKW CUCTEMBI.
B uenom ans TectoBoro 3anycka Heob6xoAMMO f06aBMTbL HOMep NpoBaligepa 411 BCcex 3afaHui B Tabauue opkey.
resources, konmyectso ppvod katovein B Tabamue opkey.command_versions (octaBbTe O - HeOrpaHM4YeHHoe
KOJIMUYECTBO KtOYEN) 1 BbIKNKOUNTL BCE HEMCMNOb3yeMble 3afaHuns B Tabauue opkey.scheduler.

OAHaKO npu passopayvynmBaHnu 60€eBOi CMCTEMbI HaMNOJIHEHME AaHHOI;I E,U, HeO6XOAVIMO MeHATb B COOTBETCTBUUN C
HYy>XAaMW 3aKa3s4yuka.

O6uwwme npmHUMNbI HacTponkn bl onncaHbl B COOTBETCTBYIOLLEM pasgene foKymMeHTa "PykoBoacTee
agMUHUCTpaTopa” (NpeaocTaBAfeTCA MO 3anpocy 3aKa3umnka).

7.6. Hactpolika KaWwmpoBaHWa MHANBUAYaNbHbIX KAKOYeN

!' B koHdurypaumoHHom darine EMMG (komnoHeHT MIS) ectb napametp cache_individual_keys - dnar
K3LIMPOBAHUA MHAVBUAYANbHbIX KIHOUEN.

Bo3mMoO>KHbIe 3HauveHus:

® 0 - He k3wWwmpoBaTh kAUK: byaeT ncnonbzosatbea GyHkuma b/ CAS individual_keys_get, kotopyto
HeobXxoAMMO YCTaHOBUTb OTAEAbHO Npu nomMowm ckpunTa individual_keys_get.sh (BxoauT B coctas
cas_scripts);

® 1 - k3wmpoBaHme BKIOYEHO: ByaeT ncnonb3osatbcs dyHKUmMs individual_keys_list, koTopas
cywecreyeT B CAS DB nsnavansHo.

Mo ymonuanuto cache_individual_keys: 0, noatomy Heobxoanmmo BbinoaHuUTb ckpmnT individual_keys_get.sh

Mpoueaypa AOMKHbI ObITh BbINOAHEHA A0 Hayana paboTsl (B3aumogenctems EMMG c CAS DB).

MoneaoBaTeIbHOCTb AEACTBUN:
1. MepenTn B Nanky ¢ pacnakoBaHHOW COOPKON cas_scripts (B HawweMm npumepe 310 /home/cas_scripts):

cd /hone/cas_scripts

2. Beinonnwute ckpunT individual_keys_get.sh c napameTpamum.
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{D KomaHp,a 3anycka CKpunTa BbIrnagnT caeayrowmm o6pa30|v|:

bash individual_keys_get.sh [-help] <cas_version> <schema> [<host name> <port> <pg_user>
<pg_password> <database>]

rae:

[-help] - BbI3OB cripaBky.
<cas_version> - BEpCUs CUCTEMbl KOMaHA, B KoTopol pabotaet CAS DB (ans kotopoin byaet
HacTpamBaTbCa K3LIMpOBaHMe katouen). ObszaTtesibHbIM NapameTp.

® <schema> - cxema 6a3bl, 419 KOTOPOW ocylecTBaseTca onepaums. Obsa3aTesbHbIN
napameTp.

® <host name> - ums xocta (hostname) CAS DB. Ecnav B/l HaxoamnTcs Ha TekyLien MalluvHe, TO
napameTp yKka3blBaTb He 0643aTeNbHO. 3HaYeHWe No YMoaYaHUo (3agaetca B daline
ckpmnTa) - "localhost".

® <port> - Homep nopta CAS DB. Ecan B/l HaxoanTca Ha TekyLei MaluvHe, TO NapameTp
yKa3blBaTb He 06s3aTeNbHO. 3HaUeHMe No YMoYaHuto (3agaetca B daline ckpunTa) - "5432".

® <pg_user> - nmsa nNonb3oBaTens 6a3bl gaHHbIX. Eciv B/l HaxoaMTCsA Ha TeKyLLen MaluvHe, TO
napameTp yKka3blBaTb He 0643aTeNbHO. 3HaueHWe No YMOaYaHUo (3agaetca B daline
ckpunTa) - "cas_dbadmin".

® <pg_password>- naposb Ans gocTtyna Kk 6a3e gaHHbIX. 3HaUeHWe NO YMOAYaHUIO (3asaeTcs B
¢daline ckpunra) - "cas_dbadmin”.

® <database>- nma 6a3bl, 419 KOTOPOM OCYLLECTBASETCA Onepauus. 3HauyeHe No yMOAYaHMIo
(3agaetca B parine ckpunTa) - "cas_db".

MNpumep:

bash i ndivi dual _keys_get.sh 6 cas_26

3. MposepuTb snor ¢paiin individual _keys_get.log Ha oTCyTCTBME OLLIMBOK (HaXOAMTCA B TOW Xe Marke, 4To u
CKpUnT).

7.7. Hactpowka B3anmogenctemna CAS DREGUARD n DRE Account Manager (3arpy3ka npas A4
CAS DREGUARD B ACM)

[ns koppekTHoro B3ammogericteus cuctem CAS DREGUARD u DRE Account Manager (aanee - ACM) fo/1Hbl 6b1Tb
HaCcTPOEeHbl U MCMOAb30BaTbCA permissions no pabote ¢ pasHbIMK pasgenamu web-nHtepdenca CAS DREGUARD.

Mpoueaypa BbINOJHAETCA B CeAYHOLUMX CyYasX:

® npwu yctaHoBke cuctembl CAS DREGUARD "c Hyns";
® B cnyyae o6HOBAEHUA/fA00aBAeHUsA/YAaNeHUs NpaB (permissions).

JaHHyto npoueaypy MOXHO BbINOJHATb TONbKO MOC/E YCTaHOBKM 06HOBAEHHOW SMS DB (osHa 13 06HOBAEHHBIX H6a3
AaHHbix CAS DREGUARD).

MocnepoBaTenbHOCTb AENCTBUN:

1. Monyumtb ckpunT routings_load.sh n apyrve gaHHble. locTyn K peno3ntopuio Ans 3arpy3kn HeoHbXoaMMbIX
JaHHbIX NpejoCcTaBaseTcs No 3anpocy.
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2. BbIMOAHWUTBL CKPUAT TONBLKO MOC/E TOro, Kak byAeT 3anyLleH cepBuC routing-server:

bash routings_load.sh -hu routing-server-address -f ../../routing.csv

! O6patute BHMMaHwue! Ecin ags_web y>ke 3anyLieH 1 NOAK/IOYEH K routing-server Ha MOMEHT
BbINONHEHNA CKPWUMTa, TO ero (ags_web) noTpebyeTtca nepesanycTuThb.

3. B ACM pobasuTb cepBuc "smscasaccess":

O] [aHHaa npouesypa BbINOJHAETCA OAHOKPATHO, A0 YCTaHOBKMN/O6HOBAEHMA permissions B DRE
Account Manager.

Wwmelite B BUAY, YTO B Cnydvae cbos/nepeycraHoBkn DRE Account Manager "c Hyna" aToT cepBuc
MOXeT 6bITb yanéH - B 3TOM C/lydae ero Npugertcsa cosjaBaTb 3aHOBO.

a. Bonawute B web-untepderic DRE Account Manager.
b. B neBoi yactu okHa Bbibepute Administration -> Services.

! TlogpobHoe onuncaHme paboTsl ¢ cepeucamm Account Manager npuseseHo B PykoBogcTse
nosib3oBaTens DRE Account Manager, B pa3gene "Cepsuchbl".

c. MpoBepbTe, UTO B CNNCKE CEPBMCOB MPUCYTCTBYET CEPBUC 'smscasaccess'. Ecam ero Het, gobaBbTe ero.
4. CkonupoBartb "permissions.json” n3 routing_init B routing_init/routing_db_scripts/scripts n 3anyctute
KOMaHAy Buaa:

bash create_acm perm ssions.sh -h acm server -addr ess

rae acm-server-address - DRE Account Manager host name.

5. B ACM gobasutb B posib "MDS" (unmn ntobyto gpyryto posb ans nonb3osatenenn CAS DREGUARD) npasa 13
cepsuca "smscasaccess"”:

' Hwxe onucanbl obwme gencteus. MogpobHoe onncarHme pabotel B Account Manager npusegeHo B
PykoBogctee nosb3osatena DRE Account Manager, B pa3gene "Poan".

AamuHuncTpatopy DRE Account Manager Takxke MOXeT NoHa00buTbCA BbiZaTh NpaBa (permissions)
nogcuctemam, nogiatovawmmes k CAS DREGUARD (Hanpumep, Billing system). Takum nogcucremam
DRE Account Manager 06bI4HO BblAaeT CUCTEMHbIE TOKEHbI. [lepeyeHb Taknux NOACUCTEM He
OTHOCUTCA K KOMMEeTeHLUUN nosib3oBaTesnen n paspabotunkos CAS DREGUARD, HeobxoanMble
AencTBua BbinoaHaeT agMuHuctpatop DRE Account Manager.

a. Bonawute B web-untepderic DRE Account Manager.
b. B neBoi yactn okHa BbibepuTte Administration -> Roles.
¢. B nosBuBLueiics dopme, B none Name BBeAnNTe UMS aAMUHUCTPATUBHOMN poan (Hanpumep, MDS).
OcobeHHoCTY:
i. EcTb 0bLan ponb, KOTOpas oTBevaeT 3a cMHxpoHm3aumo ACM n CAS DREGUARD. B
npumepe Bblllie OHa (N0 yMOnYaHuIo) HasbiBaeTca MDS.
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ii. B Teopuw, Ha pasHbIx CTEHAAX, Y HE& MOXET 6bITb pa3Hoe Ha3BaHuWe. Tak Xe, MoryT ObITb
AONOJIHUTENbHbIE POAN AR CUHXPOHM3aL N NPaB.

iii. Ims agMUHUCTpaTOopa MOXET oTn4aTbhcs oT MDS, noaTomy dakTmyecku Haanumne
permissions Hy>XHO NPOBEPUTL Y aAMUHMUCTPaTOPa A8 CUHXPOHM3aLMK npas. Ecan Takoro
afMWHNCTPATOPa HET, TO HY>XXHO co34aTb agmmHucTpatopa MDS.

d. Ha 3kpaHe 0TOBpa3nTca CNMCoK paspeLLeHuii, ZOCTYNHbIX A5 3Toin poan. Heobxoammo, 4Tobbl B
npaBbI cN1cok Hb1an Jo0baBeHbl BCE pa3peLLleHms, KOTOPble HauMHarTCA C smscasaccess. Ecam ato
He TaK, 4o6aBbTe UX K a4MUHUCTPATUBHON POIW.
6. O6HOBUTb KOHPUrYypaLoHHble darnbl penosmtopus CAS DREGUARD:
a. B production.yaml, B cekuun account_manager, He06X0AVMO NPOBEPUTL, UTO NapameTp
service_name paBeH "smscasaccess".
b. MpoeepuTb, uto B production.yaml, B cekumun routing_server, BkatoueH 1 UMetoTca 610k
configknabled: true v config.
7. Ecan web-nHtepdenc CAS DREGUARD yxxe 3anyLeH, TO cbpocbTe kel cTpaHuLbl (B Hpay3epe) u BbINoaHUTE
nepeastopusauuto B CAS DREGUARD web.

7.8. Nnterpaumsa CAS DREGUARD c DRE Config Manager

! [lns onepatopa ¢ KogoMm pelueHus aptb-dvb foxHbI 6biTb fo6aBAeHbI MapaMeTpbl cornacHo peectpy DRE
Config Manager.

OcobeHHocTn nHTerpauumn CAS DREGUARD c DRE Config Manager (aanee no tekcty - CM):

1. Mpwu HeobxoaumocTn nHTerpaumm B production.yaml, B cekumm config_manager, 3agaetcs napametp enabled:
true, ecnn Bzaumogencteume ¢ CM He Tpebyetcs - enabled-false.

2. Mpw BkatoYeHUU nHTerpauumn ¢ CM Heobxoanmo, utobbl B CM 6bia 3a4aH NOJHbIN HAbop HEOBXOAUMbIX
napameTpoB. Ecin kakmx-To napameTpoB 6yAeT HegocTaBaTb, TO CcepBuUC (rcas_ecmg/rcas_emmg) He
3anycTuTca n byAeT BbiBeAeHa COOTBETCTBYHOLLas owwmnbka. CMCoK napaMeTpoB NPUBEAEH B OKYMEHTE
"TexHunyeckoe onucaHue", pasgen "Cnmcok wabsioHOB NapamMeTpoB KOHPUIypaLMn AN NOAKAOUEHNS K
roN0BHOMY 060pyA0OBaHNIO" (OCTYN K AOKYMEHTY NPeAoCTaBAseTCs Mo 3anpocy).

3. HasaHwue napameTpoB muxs_bitrate u muxs_settings, nonydyaembix ot CM, NprBs3aHbl K BEPCUN KOMMaHZA U
CNMCKY NPOBaAepoB 1 MMeOT BUA — muxs_bitrate_v[Bepcua komaHga]provinposangepl._..._nposarigepN]
Taknm obpa3om, Npwu BkIOUEeHUM UHTerpauum ¢ CM, TpebyeTtcs:

a. Obs3aTesIbHO BbICTaBUTb B KOHPUIypaLum rcas_emmg CnMCcoK NpoBalifiepoB, NCMNOb3yeMbIX Ha
CTeHAe, UTO6bl NOATAHYACA HY>XHbI NnapameTp ¢ CM.

b. Ecnn Tpebyemoro wabnoHa HeT B CM, nog Heobxoaumyro KoHOUrypaLmo npoBangepos, To
TpebyeTcs co3gatb €€ BPyUHYHO.

7.9. Hactporika aBTOMaTMuyeckoro 3anycka ckpunrta queue_health.sh

[JaHHbIN CKPUNT 1eXUT Ha cepBepe (B HalWeM Npumepe pacnonaraetcs B /home/cas_scripts/queue_health.sh) n
TpebyeTcsa ans koppekTHon paboTtel CAROUSEL DB.

Mopasok aencTBuii:

1. Co3gavite nanky Ansa 3anycka ckpunTa queue_health, Hanpumep /usr/local/scripts.
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sudo nkdir /usr/local/scripts

2. Ecan HazBaHwWe 6a3bl OTANYAETCA OT CrS, TO OTKPOWTE CKPUNT Ha peAakTMpoBaHue (B HalLleM nprvMepe CKpunT
Haxoautcs B /home/cas_scripts), B cTpoke '-d crs' 3aMeHuWTe Crs Ha akTyasbHOe Ha3BaHue 6a3bl JaHHbIX.
3. Ckonupyite ckpunT (B HalleM NpuUMepe CKpUNT HaxoauTcs B /home/cas_scripts)

sudo cp /hone/cas_scripts/queue_heal th_cron.sh /usr/local/scripts/

4. Co3pavite dain C MHTPYKLMERN Ansa cron:

sudo nano /tnp/cron

5. B OTKpbIBLUEMCS pefakTope BBeAUTE TEKCT U coXpaHuTe dain:

SHELL=/ bi n/ bash
0-59 * * * * [usr/local/scripts/queue_health_cron.sh

B koHUue danna 0653aTeNbHO J0KEH ObITb MEPEXOS Ha HOBYHO CTPOKY.
6. [lobaBbTe yKasaHHOE pacnvcaHue B Tabanuy AemMoHa cron:

sudo crontab -u postgres /tnp/cron

7. BbinonHwuTe KOMaHAy:

sudo crontab -1 -u postgres

B pesysbTaTe foKeH 0ToBpasmnTbes TeKCT, o6aBAeHHbIN 13 daina test.
8. MpoBepbTe, UTO B BbIBOAE ECTb TEKCT:

SHELL=/ bi n/ bash
0-59 * * * * [usr/local/scripts/queue_health_cron.sh

9. NMpoBepbTe, UTO CKPUNT queue_health_cron.sh 3anyuieH. Ecin AeicTBMS, ykasaHHble B 3TOM LUare, He
NPVBOAAT K HY>XHOMY pe3y/ibTaTy, MonpobyiTe nepesarpy3nTts MallnHy (sudo reboot) n NOBTOPUTL AeNcTBUA
wara.

' Ecau ckpunT He 3anyckaetcs, To:

- NpoBepbTe, UTO ycTaHoBAeHbl pacwmpenns dblink n pgstattuple. Ecam HeT, ycTaHOBUTE
pacwupenus dblink n pgstattuple;

- NPOBEpPbTE, UTO MOb30BaTe b (MO yMOAUYaHWIO - crs_admin) MMeeT NpaBa Ha BbIMNOJHEHNE
dyHkumm dblink_connect_u. Ecam HeT, BblfaliTe COOTBETCTBYHOLLME NpaBa.

[ns npoBepKM CyLLeCTBYeT JBa BapuaHTa:
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a. Yepes KOMaHAHYH CTPOKY:
i. 3anTtn B BA:

psql -d crs

ii. BbIMONHWUTL 3aNpoC A5 NPOBEPKM TOTO, UTO CKPUNT queue_health.sh 3anyLyeH:

sel ect query frompg_stat_activity where query like '%eal th%;

iii. Y6eantbcsa, UTo B NONYYEHHOW Bbl6OpKE NPUCYTCTBYET:

sel ect carousel . queue_heal th();

Ecnun B BbIGOpKE HET faHHOW CTPOKK, NONPObyMTe HECKO/IBbKO pa3 B TEYEHME MUHYTbI
BbIMOJHWUTb YKa3aHHbIW BblLLe 3anpoc, T.K. CKPUMT 3anycKaeTcs pa3 B MUHYTY.
b. PgAdmin wan gpyrue ytuautoi:
i. 3anyctute PgAdmin
ii. MoacoeanHMTeCh K CO3aHHOM H6a3e NoA Nosib3oBaTenem postgres.
iii. OTKpOWTE OKHO BbINOJIHEHWUS 3aMPOCOB W BbIMNOAHUTE CAeAYHOLWMIA 3anpoC:

sel ect query frompg_stat_activity where query |ike '%ealth%;

iv. Y6eanTech, UTo B NONYyUYEHHOW BbIGOPKE NPUCYTCTBYET:

sel ect. carousel . queue_heal t h();
Ecan B BeIGOpKE HET AaHHON CTPOKK, MONpobyliTe HECKONBLKO pa3 B TeYEHNe MUHYTHI
BbIMONHUTb yKasaHanZ Bbllle 3anpocC, T.K. CKPUNT 3anyCKaeTcAa pa3 B MUHYTY.

© OO0 "Unopa", 2023-2024

JokymeHTauums "lMporpaMMHbI koMmnaekc "Cuctema ycnosHoro goctyna DREGUARD" (CAS DREGUARD).
PykoBoZCTBO MO ycTaHOBKe" ABAAETCS 06bEKTOM aBTOPCKOro npaBa. Bocnpown3seseHne Bcero npomsseseHms nam
Nrobol ero yacTn BocnpeLaetcs 6e3 NMCbMEHHOrO paspeLleHns npasoobnagaTtens
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