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1. AHHOTaUMA

[lOKyMeHT npegHasHauveH A8 TEXHUUYECKNX CNELIMANNCTOB, 3aHUMAatOLLMUXCA YCTaHOBKOMW, HACTPOMKOM 1 NOAAEPXKKON
cucteMbl MoHuTOpWHra DRE Event Server (ganee - DREES). [lokymeHT paccumTaH Ha UHXXeHepoB, o6aasaroLLmx

cneyuanbHbIMW HaBblKaMi U 3HAHUAMU B obnactu nporpaMmMHOro obecneyeHus.

' [laHHbIi OKYMEHT ONy6ANKOBaH UCKFOUMTENBHO C LIe/Ibl U3yUeHNs CUCTEMHBIX TpeBOoBaHMiA AN YCTaHOBKM
NpoAyKTa, a Tak)ke 03HaKOMJIeHWs C NMOoC/ieA0BaTeNbHOCTLIO U AeTanfaMU npoLiecca yCTaHOBKW. PeasbHas
yCTaHOBKa MPOAyKTa MPOU3BOAMUTCA C UCMONb30BaHNEM BHYyTpeHHUX pernosnTtopres OO0 "Lindpa”, goctyn k

KOTOPbIM MPesoCTaBAsfeTCs 3aKa3umnKy No 3anpocy.
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2. MnHMManbHbIE CUCTEMHDbIE Tpe6OBaHI/IF|

[ns yctaHoBku DREES He06X0AMMO Hannume He MeHee 3 cepBepOB C pa3HbiMU nMeHamu (hostname): master,
worker1, worker2. Obuiee KONNUYECTBO MACTEPOB AOMXKHO ObITb HEUETHbLIM.

CepBepr AO/KHbI YAOBNETBOPATh Chefyrounm Tpe6OBaHI/I$|MI

1. OnepauuoHHas cuctema Ubuntu 18.04.

2. MHorosaepHbI LLeHTpaabHbIN NPOLECCOP C TaKTOBOW YacToToM Kaxaoro agpa 2 Iy (He meHee 20-Tn saep).

3. O6beMm onepatnBHON NamsaTu 64 I'b.

4. He MeHee 2-yX XeCTKMX 4UCKOB EMKOCTbIO He MeHee YemM o 500 I'b. PekoMeHayeTcs Haanume Ha Kaxkaomn
HOZE MOMMMO OCHOBHOTO AMCcKoBOro npoctpaHcTea ¢ OC 1-ro ancka SSD nan NVMe n 9-tn auckos HDD
(SATA, SAS), He cobpaHHbIx B RAID 1 He dopMaTMpPOBaHHBIX.

5. [ABa nHTepdelica Ethernet 100 n 1000 Base-T ¢ nogaep>xunBaemoin nponyckHon cnocobHoctero 100 1 1000
M6uT/cek cootBeTcTBEHHO. OAMH NpeAHa3HauYeH A1 CEeTU NOAAEPKKM, BTOPOW UCMONb3yeTCs ANs BbiBOAA
reHepupyemMoro TPaHCMOPTHOIO NOTOKa.

6. CBOb6OAHOE MeCTO Ans Nanku BpeMeHHbIx dannos /tmp - 10 I'b.

YcraHoBKa A4OJI>KHa Npon3BoANTbCA C AONOJIHNTENBHOTO Ubuntu—cepBepa, HEe MMerouwlero oTHoWeHnA K 6y,a,yu.|,emy

Knacrepy. Tpe6OBaHI/IFI K o61:eMy pecypcoB 4OMOJIHATENBHOIO CeEpPBEPA OTCYTCTBYHOT.
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2.1. Pa3BepTbiBaHue cepBuncoB DREES B knactepe kubernetes

Knactep pa3BépTbiBaeTca no opuumansHor nHCTpykumm (https://kubernetes.io/docs/setup/production-environment
/tools/kubeadm/high-availability/).

[ns yctaHoBku DREES B nmetoLwwmincs HacTpoeHHbIn knactep Kubernetes ncnonssyetcs npouecc Cl/CD,
HacTpauBaemblli ¢ noMoLpto Gitlab. Becb npouecc onvcaH B AOKYMeEHTE, KOTOPbIN NPeAoCTaBAAeTCs 3aKa3umnky rno

TpeboBaHuto.

Bce peicTBMs BO3MOXHO MPOU3BOAUTL Ha JIOKaJbHOM MalluHe nan Ha atobom Ubuntu-cepBepe ¢ AocTynom yepes

KOHCOJ1b OT MMeHM Nt0HOro Nosib3oBaTens.

[Ana pa3sepTbiBaHua EventServer ncnonssyetca CD koHdurypauuma Ha 6a3e Helm Chart n Helmfile. Cecbinka Ha

pPeno3nTopuii ¢ KOHPUrypaumen NpeAoCcTaBaseTCs 3aKazumnky no TpeboBaHmto.
CocTtaB penosurtopus:

versions.yaml - dain, cogep>allnii nocnegHne ctabuabHble BepCMM CEPBMCOB
services.yaml - paiin, coxepxcallmii AaHHble - Kakne cepBuChbl ByayT CTaBUTLCA

infrastructure.yaml - ¢aiin, coxepyxalumii AaHHble - Kakas MHOPACTPyKTypa OyAeT pa3BepHyTa

helmfile.yaml - dain, cogepxxawmin B cebe cnncok cepencos DREES

Mpepnonaraetcs, uto DREES ByaeT gocTyneH no AOMEHHOMY MMEHW OMepaTopa, a Tak e byaeT noaaep>KmMBaTh

Swagger Ul gnsa TectnpoBaHus. ®an haproxy.cfg npegocraBisercs 3akazumnky no TpeboBaHuto.

[ns 6anaHCMpPOBKM CEPBUCOB MeXAY HOZaMW, KnacTep ucnosb3yeT MexaHusm nodeAffinity, ans kotoporo Hogam
HeobxoAMMO pa3gaTth pasHble 316kl (label). Ana kKoHPUrypaLmm 6anaHCMPOBKN CEPBUCOB HEOHXOAMMO U3MEHNTb

none nodeAffinity B ncnonbayemom dainne values.yaml.

NodeAffinity:

# Each service deploy to defined node, using this |abels
nodeSel ect or:
consuner:
rol e. provi dence/ consuner:
event s:
rol e. provi dence/ events:
geol p:
rol e. provi dence/ geo-ip: ""
gat eway:
rol e. provi dence/ gat enway:
envoy:
rol e. provi dence/ envoy:
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3. TpeboBaHMA K OKPY>KEHWNHO

[ns passépTbiBaHna DREES npeaBapuTenbHO HEO6X0AMMO COBAOCTM CnesytoLme TpeboBaHus:

1. Pa3BepHyTb BbICOKOHarpy>eHHbIN knactep PostgreSQL ¢ paclwmpeHunem TimescaleDB.

2. PasBopauuBatb Heobxoanmo HA knactep Kubernetes.

TpeboaHua k PostgreSQL

HaumHas c Bepcum 4.5 moxeT ncnonb3osatbcsa Bepcna PostgreSQL 16.

PostgreSQL B faHHOM MPOAYKTE - 3TO KAHOUEBON KOMMOHEHT. YeM bbicTpee 6aza, Tem H6oblLie KAMEHTOB
DREES moxeT obcny>xmBath. PekomeHayeTcs ncnonb3oBaTb paclmperve TimescaleDB ana pabotbl ¢ Time-
series - NapTULMOHMpPOBaHWe TabauL, GyHKLUMK arperaumnm u T.4. MNocnesoBaTeNbHOCTb AeACTBUN NpUBeAEeHa

HWVXe.

Pa3BepHyTb PostgreSQL. Jlyulue - 0Tka3oyCcTOMUMBBIN, HO F1aBHOE - BbICTPbLIN.
Pa3BepHyTb Nynep coeanHeHNn nepes HUM (OMLMOHANBHO A/18 TECTOBbIX 30H).
YcraHoBuWTb pacwmperue TimescaleDB.

Cospgatb b/l ans DREES (B npumepax 6yaem ncnonb3osatb MMA “event-server”).

v A W=

Co3paTtb nosb3oBaTens ¢ A4OCTYNOM TOAbKO K 3Tou B/l (B npumepax bysem ncnonb3oBatb ums “event-server-
user" c naponem “event-server-password”).

6. 3anucatb apTedakTbl KOHOUTypaLMmM Ans Nocaeayroent HacTporikm DREES:

a. IP agpec v nopt mactepa (nysnepa).

b. Vims B/,

¢. Jlornx n naponb nonb3oBsatens.

d. Vimsa cxemsl, ucnonbsyemoit B b, (no ymonuanutio - "public*)

3.1. O6HoBneHWEe A0 pgx5

B cTpoke nogkntoueHms kK postgres Hy>kHO ybpaTb AnlHMe napameTpbl St at enent _cache_node n
st at ement _cache_capacity.
Takoke Hy>HO f06aBuTb HoBbIV NapameTp def aul t _query_exec_node=cache_descri be, utobbl 6a3e 66110

Nerye.

3.2. YctaHoBka Nats JetStream

Mopaepxuneaetca NATS JetStream c Bepcum 2.9.7 n Bbiwe. YctaHoBka Nats JetStream BbinoaHAeTcAa Npu BKAKOYEHUN

ccblkM Ha dainn infrastructure.yaml n3 peamsHoro npoekta B helmfile npoekTta yctaHoBKM cregytowmm obpasom:

helmfile.yaml:
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hel nfiles:
- path: ingress. helnfile.yamn
- path: ceph.helnfile.yanm
val ues:
- production.yam
- path: providence/helnfile.yan
val ues:
- providence/ versions. yan
- providence/defaul t.yan
- production.yam

3.3. PacnipegeneHve y3nos

Heo6xo,a,|/||v|o pasfennTb y3Jibl JOrM4eCckn Ha ABe POau:

Ponb  KomMnoHeHTbI Mpumep Tpe6oBaHus Tpe6oBaHusa K PesepBHoe
pacnpegeneHns | K KOAMUYECTBY ¢unsnueckomy KonupoBaHue
pecypcoB y3/10B MeCTOMNO/I0XKEHUIO
Master Pacnpegenntb no Kaxabl Yac - NonHbIiA
apiserver ® 2CPU cores 1. He meHee
bursnyeckmm snapshot etcd.
® control ® 2GBRAM TPéx
MalLHaM.
plane 2. HeuétHoe (JoxymeHTauus
® ctcd KonmyectBo PekomeHayetcs 1 https://etcd.io/docs/v3.

dm3nyeckas mawmHa | 3.12/op-guide/recovery/)

- 1 master Hoga.

Worker Pacnpegenntb no He Tpebyetcs
® Lubelet ® 4 CPU cores 1. He MeHee PusMIECKAM
® 16GB RAM ABYX MallVHAM

Pekomenayetca 1
dur3nyeckas MallnHa

- 2 worker-Hogpl.
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3.3.1. O6bwan cxema

Mepesa Kubernetes knactepom Heo6xoAMMO pa3MecTuTb HanaHCMpPOBLUMKKU Ha Ba3e haproxy Ans 6anaHCMpPOBKM Kak
BHyTpeHHero Tpaduka kubernetes (worker—master), Tak 1 BHelHero (ingress). banaHCMPOBLLNKM AOKHBI UMETb
obwwi Virtual IP agpec, koTopblil HacTpanBaeTcs vepes keepalived. 3TOT agpec A0NXKEH UCMOAb30BaTLCA Kak agpec
MacTepa npu co3gaHum knactepa. Takum obpasom, B Clyuae 0Tkasa MacTepa, Tpaduk c BOPKepoB BYAeT yCreLwHo

[OCTUraTb OAHOTO U3 MacTepoB. CxeMaTMUeckn NPoLLeCC M306paxKeH HUXKeE:

Masters

Master 1

Master 2

apiserver: HTTPS, port: 6443

Master 3

Balancers

Balancer 1
HTTP(S)
:;-:: A 1 Balancer 2 lll— apiserver: HTTPS, port 5443 —| Worker 1
Clients | Balancer 2 | Waorker 2

Worker 3

ingress: HTTP(S), proxy protocol
Warker 4

Worker 5

z
)
w

Worker 6
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3.4. Konourypauwms Ingress

lIngress Controller, koTopbI ncnonb3yeTcs - Nginx-ingress, U 414 NPaBUILHON ero paboTsl ¢ proxy protocol, B ero
KOH®MrypaLmm noTpebyeTcs ycTaHOBKa AOMOAHUTENBHbIX ONUMA. [na Kaxaoro worker y3na HeO6XOAVMO BbINOAHUTD

3Ty KOMaHAy:

kubect| | abel node <node> node-rol e. kubernetes.io/ingress=

KoHdurypaums Ingress 3agaetcs B danne ingress.helmfile.yaml, kotopbii nogkntouaetcs B darine helmfile.yaml.
baza faHHbIX reorpadpuyeckoro OTHOLLIEHWA afPECOB He NCMOb3YeTCs.

KoHourypaumsa Ingress npegocTaBaseTca 3akasumky no TpeboBaHuto.

3.5. KoHourypauwmsa TLS

Nginx He noajep>KnBaeT aBTOMaTMyeckoe onpegeneHne npotokona mexgy HTTP1.1 n HTTP/2 ecam He ncnonb3yetca

TLS. meHHo noatomy yctaHoBka DREES HeBO3MOXHO B cpeay ¢ oTcyTcTByOWmMM TLS wndposaHmem.

B Hannumm HeobxoAMMO MMeTb cepTUdMKaT, MOAXOAALLNIA K JOMEHHOMY UMeHU metrics.tricolor.tv. [lna 3arpy3ku

cepTudmrKaTa B Knactep UCNO/b3yinTe KOMaHAY:

$ kubect!| --nanmespace events providence secret tls [donmin.name] --cert <path_to_cert_file> --key
<path_to_key_file>

3.6. KoHpurypauma Envoy

Envoy ncnosb3yetcs Ans 0TKazoycTOMUMBOM BanaHCUMPOBKUN Harpy3ku MexAy nojamu events server.
Pa3BepTbiBaeTCs aBTOMaTMyecky, Npu nomoln helm yapta event server, B A0NONHUTENBHOM KOHOUTYpaLun He

Hy>KAaeTcs.
© 000 "Lndpa”, 2019-2025

JokymeHTaums "DRE Event Server. PykoBoacTBO No ycTaHOBKe" ABAAETCA 06BEKTOM aBTOPCKOro Mnpasa.
BocnpowussegeHne Bcero npousseaeHns nav atobow ero yacty Bocnpelaerca 6e3 NMcbMeHHOro paspeLleHus

npaBoo6naAaTena
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