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1. AHHOTaUWS

[laHHbIN JOKYMEHT COAEPXXNT PYKOBOACTBO MO YCTaHOBKE U NepBOHavanbHOW HacTpolike DRE Advanced Media
Platform SCRAMBLER (ganee - SCRAMBLER nan Cuctema), a Takxke onmcaHue cCUCTeMHbIX TpeboBaHWiA A4S

KOMMOHEHTOB.

AOKyMeHT npegHasHavyeH 414 TeXHUYEeCKUX cneumanmcros, B 0bs3aHHOCTU KOTOPbIX BXOAUT YCTaHOBKa U

nepBoHa4anbHas HacTporika cucteMbl SCRAMBLER.

MepeA yCTaHOBKOW CUCTEMbl PEKOMEHAYETCS U3YUNTb TEXHUYECKNe 0COBEHHOCTM MOCTPOEHUSA N GYHKLIMOHVPOBaHUS
SCRAMBLER. faHHas nHdopmaLms coaep>xmTca B JokymeHTax "Scrambler. Obuiee onncaHmne" n "Scrambler.

TexHnuyeckoe onucaHue", BXOAALWMX B KOMMIEKT NOCTaBKW.

ﬂ,aHHOG onncaHne apngaeTca JOKyMeHTOM AnA I'Iy6J1I/I‘-IHOI'O NO/b30BaHWA, T.€. pacnNpoCTpaHAeTCa cpean CoOTpyaAHNKOB

GS Labs n napTHepoB KOMMNaHWK.

" LaHHbI} AOKYMEHT ony6/IMKOBaH NCK/IIOUUTENBLHO C Lie/IbI0 M3YUeHUs CUCTEMHbIX Tpe6oBaHuii ans
YCTaHOBKM NPOAYKTA, a Takdke 03HaKOMJIEHUA C NOoC/efA0BaTe/IbHOCTbIO U AeTaNAMM npoLecca
ycTaHOBKW. PeanbHas ycTaHOBKa NPoAYyKTa NPOM3BOAUTCA C UCMOJIb30BaHMEM BHYTPEHHUX

penosutopues 000 "Lindpa”, poctyn K KOTOPbIM NpPeAOCTaB/AETCA 3aKa3uuKy No 3anpocy.
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2. TpeboBaHuMA K kBaMPUKaLMM yYCTaHOBLLMKA

[Ana ycTaHOBKMW CUCTEMbI COTPYAHMK 06A3aH:

® | MeTb HaBbIKM paboTbl ¢ OC Ubuntu, a uMeHHO:

O ycTaHOBKa NaKeToB;

O cospaHme 1 HacTpoiiKa CeTeBbIX MOAKAOUEHNI;

O 3anyck cnyx6, HacTpoiika aBTo3amycka Ciy6;

©  ycraHOBKa 1 HacTpoiika PostgreSQL;

O cosgaHve 1 paboTa ¢ B/l nog ynpasneHuem PostgreSQL.

nMeTb 6a30Bble MPeACTaBAEHMA N NPaKTUYeCKMe HaBblkM paboThbl ¢ Git.

°

nmMeTb 6a3oBble npeacraBieHUA N NPakTU4eCKne HaBblKU pa6OTbI c Docker.
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3. CncteMHble TpeboBaHMA

ﬂ'ﬂﬂ YCTaHOBKMU HeO6XOAVIMO npeaBapuTenbHO BbIMONIHUTL Ciegyroune TpE6OBaHI/IFII

YcTaHoBAEH 1 HacTpoeH knactep Kubernetes.

O Tak Kak pa3BepTbiBaH/e NPOU3BOANTCA B KnacTepe k8s, To Heobxoaum config file ana goctyna k

Knactepy.

1. Ecam nonb3oBatesib BbINOAHAN pa3BepTbiBaHWe Kubernetes camoctoaTenbHO, TO OH cam
BoKeH co3aatb config file (cm. gokymeHTauuto Kubernetes).
2. Ecnm Kubernetes 6bi1 pa3BepHYT CTOPOHHUMU NtOABMM, TO Heobx0AMMO noay4umnTb config file
y aAMUHUCTpaTopa KnacTepa.
YcraHosneH kubectl.
YcraHoBneH helm.
Pa3BepHyT DNS-cepBep, npeobpasoBaHue MMeH dns 30HbI HACTPOeHO Ha MacTepa k8s (co3zgaHbl A 3anmcuy Ha
30Hy dns).
[ns koppekTHOM paboTbl Scrambler Tpebyetcs Redis 6a3a gaHHbIX(yCTaHaBAMBAETCA B KAacTepe);
[ns koppekTHOM paboTbl cncteMbl Scrambler Tpebyetcs pasBepHyTb knactep b/.
[ns koppekTHOM paboTbl cMcTeMbl Scrambler HEOBXOANM JOCTYN K CAeAYOW MM pecypcam:

O chartmuseum cas-dep (ccbinika NpeAoCcTaBAsETCA MO 3aMpOCy 3aka3umka)

©  chartmuseum svc-dep (ccbinka NpefoCTaBAAeTCA MO 3aNpPoCy 3aKasulka)

O gitlab (ccbinka npegocTaBaseTcA No 3anNpocy 3akazuuka)

Heobxoanm goctyn k penosuTtoputo, cogepxkaiiemy helmfile ana passeptoiBaHms Scrambler. Helm daiin
COAEPXMUT MHCTPYKLMK, C MOMOLLbH KOTOPbIX OCYLLECTBAAKOTCA HACTPOMKM YCTaHaBANBAEMbIX KOMMOHEHTOB
(Manager, web, ags 1 7.4.). Camn KOMMNOHEHTbI MOCTaBAAIOTCA B BUAE 06pa30oB (images), U3 KOTopbIxX

pa3Bopaunsatotca Docker-koHTenHepbl. [JaHHble 6epyTca 13 penosuntopus git.

[lns coxpaHeHus pe3ynbTaToB 06paboTku Tpebyetcs Hanmumne yaaneHHoro NFS-cepsepa.

Takke Ans KOpPPeKTHOM paboTbl Scrambler HEO6X0AMMO HaANumMe MUHMMYM OAHOTFO cepBepa A5 3anycka Scrambler

Task:

OnepaumoHHas cucteMa ubuntu-20.04-server-amd64 (c yctaHOB/AeHHbIM NakeToM sudo).

Docker Bepcun 20.10.17 v BbiLue.

Mpoueccop - He MeHee 4 aaep, He meHee 4GB O3Y.

Mpn HeobXx0AMMOCTM TpaHCKoAMPOBaHUA Ha GPU, TpebyeTcs Tak xe Hanvuune BuaeokapTsl nvidia He MaasLwe

600 cepum 1 gpariBep He HUXe Bepcumn 520.56.06.

CepBep(-a) HEOBXOAMMO YyCTaHaBAMBaTb B JIOKA/JIbHOW CETY, 3aLLUMULLEHHOW OT AOCTyna U3BHE.
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3.1. NpeaBapuTenbHble AEUCTBUSA

3.1.1. YcraHoBKa PostgreSQL

'[:D Ecnn yctaHoBka b/l nponsBoautcsa "c Hyaa", To Heo6xoAMMO pasBepHyTb knactep b/ (ccblaka Ha JOKYMEHT

npeaoCcTaBAAETCA MO 3anpocy 3aKa34mka).

Huxxe npvBeaeH npumep yctaHoBku PostgreSQL Ha cepBep 6e3 pa3BepTbiBaHMA U HACTPOMKK knactepa b/,

1. (PekoMeHAyeTCsl) OBHOBUTL TEKYLLME CUCTEMHBIE MaKeTbl, €C/IN 3TO HOBLIN 3K3eMMsp cepBepa:

sudo apt update
sudo apt -y install vim bash-conpletion wget

sudo apt -y upgrade

YctaHoBUTE AONOJIHUTENbHbIE NaKeTbl (J'IOKaJ'Ib)I

locale -a
sudo | ocal e-gen ru_RU. UTF-8
sudo dpkg-reconfigure |ocales

BbinosHWTe nepesarpysky:

sudo reboot

2. [lobaBbTe penosmtopmii PostgreSQL 15:
a. Mepegs HacTpoliko peno3utopus APT nmnopTtupyiite katod GPG, ncnonbsyemblin 4ns nognucu

NakKeToB:

sudo apt update

sudo apt -y install gnupg2
wget --quiet -O - https://ww. postgresql.org/ nedi a/ keys/ ACCCACF8. asc | sudo apt-key add -

b. Mocne nmnopra kntoua GPG gobaBbTe cogepxunmoe penosutopumsa B OC:
echo "deb http://apt.postgresql.org/pub/repos/apt/ “|sb_release -cs -pgdg main" |sudo tee /etc

/apt/sources. |ist.d/ pgdg.list

¢. [JobaBneHHbIN PENO3UTOPUI COAEPKMUT MHOTO Pas/inYHbIX MakeToB, BK/OYas CTOPOHHME

AONOJIHEHUA. OHW BKNHOYAIOT:

i. PostgreSQL-knmneHT.
ii. PostgreSQL.
iii. libpg-DEV.
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iv. PostgreSQL-cepsep-DEV.
v. MakeTbl pgadmin.

d. Cat dpain, co3gaHHbIV AN NPOBEPKM EFO COAEP>XKMMOTO:

$ cat /etc/apt/sources.list.d/ pgdg.list
deb http://apt.postgresql.org/pub/repos/apt/ buster-pgdg nmain

3. YcraHoBska naketos PostgreSQL 15:

a. O6HOBMWTE CNUCOK MNAKETOB U YCTaHOBUTE CEPBEPHbIE U KANEHTCkUe nakeTsl PostgreSQL 15:
sudo apt update
sudo apt -y install postgresql-14 postgresql-client-15

b. 3anyctuTe cepBep 6a3bl AaHHbIX, UCMOAb3YS CAEAYIOLLYH KOMaHAY:

sudo pg_ctlcluster 15 main start

c. NoatBepaunTe cTatyc cnyxbbl 1 Mcnonb3yeMblin Gann KOHPUrypaLuu:

$ sudo pg_ctlcluster 15 nain status

pg_ctl: server is running (PID 4209)

/usr/liblpostgresql/15/bin/postgres "-D' "/var/lib/postgresql/15/ main" "-c" "config_file=/etc
/ post gresql / 15/ mai n/ post gresql . conf"

d. MoxHo ncnosnb3oBaTb KOMaHay systemctl Ans npoBepku cTaTyca ciyx6bl. B cnyyae ycnelHow

YCTaHOBKW BbIBOAMTCS COOBLLEHME MPUMEPHO C/IeAYHOLLErO BUAA:
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$ systenttl status postgresqgl.service
post gresql . service - PostgreSQ. RDBMS
Loaded: |oaded (/1ib/systend/ systenl postgresql.service; enabled; vendor preset: enabl ed)
Active: active (exited) since Sun 2019-10-06 10:23:46 UTC, 6mi n ago
Main PID: 8159 (code=exited, status=0/SUCCESS)
Tasks: O (limt: 2362)
CGroup: /systemslicel/ postgresql.service
Cct 06 10: 23: 46 debian systend[1]: Starting PostgreSQ. RDBMS...
Cct 06 10: 23: 46 debian systend[1l]: Started PostgreSQL RDBMS.

$ systenttl status [enmil protected]
[emai|l protected] - PostgreSQL Custer 15-nmin
Loaded: |oaded (/lib/systend/system [enmil protected]; indirect; vendor preset: enabled)
Active: active (running) since Sun 2019-10-06 10:23:49 UTC, 5min ago
Main PID: 9242 (postgres)
Tasks: 7 (limt: 2362)
CGroup: /systemslicel/systempostgresql.slice/[email protected]
9242 /usr/lib/postgresql/15/bin/postgres -D /var/lib/postgresql/15/main -c
config_file=/etc/postgresql/15/ mai n/ post gresql . conf
9254 postgres: 15/ nmin: checkpointer
9255 postgres: 15/ nmin: background witer
9256 postgres: 15/ nmain: wal witer
9257 postgres: 15/ nmin: autovacuum | auncher
9258 postgres: 15/ nmin: stats collector
9259 postgres: 15/nmin: logical replication |auncher
Cct 06 10: 23: 47 debian systend[1]: Starting PostgreSQL Cduster 15-nmin...
Cct 06 10: 23:49 debian systend[1]: Started PostgreSQ d uster 15-nmin.

$ systenttl is-enabled postgresql
enabl ed

e. Bo Bpems ycTaHOBKW aBTOMaTMUeCKM CO34aéTCA NONb30BaTe/b postgres. 3TO NoAb30BaTesb CO
cTatycom superadmin, KOTOpPbIA MMeET NOJIHbIN AOCTYN KO BceMy PostgreSQL.
4. Mposepka coeanHeHuns c PostgreSQL, HacTpolika nosb3oBaTtens:
a. Bo Bpems yctaHOBKW Nosb3oBaTeNb postgres co3gaeTcs aBTOMaTMYecKu. ITOT NoAb30BaTe/lb UMeET

MOAHbIN AocTyn superadmin ko BceMy 3k3emnasapy PostgreSQL.

sudo su - postgres

b. (Heobs3aTenbHO) 3aMeHUTE Mapob NONb30BaTENs Ha Boslee HageXHbI:

psql -c "alter user postgres with password ' NEW PASSWORD "

¢. 3anyckaem PostgreSQL ¢ noMoLbto KOMaHAbI:

$ psql

d. nOﬂyHI/ITb I/IHCI)OpMaLl,I/II-O O NOoAKNHOYEHNN, KaK MOKa3aHO HMXe:
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$ psql
psqgl (15.0 (Ubuntu 14.0-1.pgdgl8. 04+1))
Type "hel p" for help.

postgres=# \conninfo

You are connected to database "postgres" as user "postgres" via socket in "/var/run/postgresqgl"
at port "5432".

e. Y6eautbces, uto cepBuc PostgreSQL 3anyckaeTcs npum 3arpyske CUCTEMbI, MOXHO C MOMOLLbH KOMaHJ;

$ systenttl status postgresqgl.service
$ systenttl status postgresqgl @5-nain.service
$ systenttl is-enabled postgresql

3.1.2. Hactpowka PostgreSQL

‘ O [laHHbI pa3gen cnesyeT NCNOb30BaTh TO/LKO B C1y4ae ycTaHoBKM B/l B pexxnme Standalone.

Cne,qyrou.l,me AeVICTBVIFI BbINONHAKOTCA Ha cepBepe, rae 6yAyT Pa3BEPHYTHbI 6a3bl JaHHbIX, TOJIbKO NOCA€ YCTaHOBKU

naketa postgresql-15.
OTKpbITb KOHOUIYPaLMOHHBIV daiin postgresqgl.conf ans pegakTpoBaHus:

sudo nano /etc/ postgresql/ 15/ nai n/ post gresql . conf

N3meHWTb 3HaueHne napameTpa listen_addresses, kak Moka3aHO HUXe, U PAaCKOMMEHTUPOBATb COOTBETCTBYHOLLYHO

CTPOKY:

i sten_addresses = '*' # what | P address(es) to listen on;

OTKpbITb KOHUTrypaunoHHbIA ¢aiin pg_hba.conf ans pegaktnpoBaHus:

sudo nano /etc/postgresql/ 15/ mai n/ pg_hba. conf

Heobxoanmo, Utobbl K postgres MOrAN NOAKAOUNTLCA Nt0ObIE NPOLECChI C TIOKaNbHOM MaLLWHbI U KOMMbIOTEPbI U3
NokanbHOW ceTn (Hanpumep, ¢ ip 192.168.x.x). Takxke HeO6X0AMMO yKa3aTb HacTpoiku IPv6. Takmum obpa3som, dain

MOXKET BbIrNALAETb CNeAYHOLWLNM o6pa30M (peKOMeHAyeTCFI 3ajaBaTb YPOBEHb A4OCTYyMNa MeHee OTKprTbII7I, yem trust):

9/19



o4 GSLABS SCRAMBLER-IG

G5 GROUP PeBuzns: 1.0
# "local" is for Unix domain socket connections only
| ocal al |

al |
# 1 Pv4 | ocal connections:

host al | al |

/0 nmd5

host al | al |

host al | al |

md5

# | Pv6 | ocal connections:

host al | al |

/128 md5

My6anyHbIA - LO

trust
127.0.0.1

172.17.0.0/0 nd5
192.168.0.0/0

Mpwn pabote Scrambler TpebytoTca noaktoUeHNs kK 6azam AaHHbIX, NPUBEAEHHbIM B TabaunLe Huxe. MoapobHas

nHbOPMaLMA O HaCcTpolikax NPesoCTaBAAETCs NO TpebOBaHMIO 3aKa3unka.

Mocne BHeceHWNs n3MeHeHWUn nepesanycTuTtb PostgreSQL:

sudo /etc/init.d/ postgresql restart

10/19



SCRAMBLER-IG
v4 Gs LABS

PeBususa: 1.0

4. YCTaHOBKa W HacTpoMKa CUCTEMBI

4.1. Npoueaypa ycTaHOBKM
4.1.1. Pa3BéptbiBaHue BHYTpUu Kubernetes

Ccbinka Ha NPoeKT Ans pa3BepTbiBaHWsA B kubernetes npeaoctaBaseTcs No 3anpocy 3akasuvika.

4.1.1.1. HeobxoaunMble AOCTYMbI

[ns pa3BépTbiBaHMA NpoeKkTa scrambler noTpebyeTtca noayunTb JOCTYNbI K NpoekTam scrambler, scrambler-based-

stand, cd-templates. Ccblnka Ha NPoeKTbI NPeAOCTaBASeTCs MO 3anpPOCy 3aKa3uvka.

4.1.1.2. CocTtaB penosuTtopus

helmfile.yaml - koHdpur helmfile

values - koHpUrypaLmoHHble WwabnoHbl helmfile ana reHepauum values.yaml darinos gns kaxgoro helm chart

default.yaml - 3HaueHus no ymonuaHuo

versions.gen.yaml - daiin, cogep>kalluii nocnegHune ctabuiabHble BepCUMmn CEPBUCOB

4.1.1.3. OnucaHue helmfile

Helm dain cogep>xnT MHCTPYKLUK, C MOMOLLbIO KOTOPbIX OCYLLLECTBAAOTCS HACTPOWKN YCTaHaBIVBaEMbIX
KomMnoHeHToB Scrambler. CaMy KOMMOHEHTbI MOCTaBAAOTCA B BUAE 06pa3oB (images), M3 KOTOPbIX pa3BoOpayumnBatoTCcs

Docker-koHTelHepbI.

B helmfile.yaml cogep>xutca cnegyrowas nHbopmaums:
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repositories:
- Name: <Ha3BaHWe penosnTopus>

url: <url penosnTtopus, B KOTOPOM xpaHaTca chart'bl>

releases:
- name: <Ha3BaHwue chart'a>
namespace: <Ha3BaHWe namespace'a>
chart: <nyTtb go chart'a u3s peno3sutopus>
version: <Bepcus chart'a>
condition: <ycnoswue gennos chart'a>
labels: # Cnuncok meTok ansa aennos chart'a
stage: <cTagus, Ha KOTOPOM NPOUCXOANT pa3BepTka chart'a>
values: # Yka3blBaeTcs NyTb 40 KOHOUIYPaALIMOHHBIX LLabJOHOB

- "./values/<Ha3BaHue chart'a>/values.yaml.gotmpl"

4.1.1.4. OnucaHwne templates

B IaHHOW AVMpPEKTOPUN XpaHATCA KOHGUrypaLoHHble wabaoHbl helmfile ans renepaumm values.yaml dannos ans

kaxzoro helm chart.

dakTnyeckne 3HaueHns Ans WwWabnoHoB xpaHaTca B danne default.yaml, uto no3sonser agantuposaTb

pa3BepTbiBaHNE NOJ KOHKPETHOE OKPYXKEHWE, NCMO/b3YsA OANHAKOBbIE LLA6AOHbI.

Ecnun 3HaueHme otcyTcTByeT B default.yaml, To oHO MoXkeT 6bITb 3asaHO B KavecTBe AedONTHOro BHYTPW LabaoHa.
4.1.2. Hactpoiika CD ansa npoaykra, ony6amkoBaHHoro B Releases

Ccbliika Ha JOKYMEHT C OMNMCaHeM HaCcTPOeK NpesoCTaBAseTCs Mo 3anpocy 3akasuvka.

4.1.3. AnbTepHaTuBHaA pa3BepTKa SCr_manager B kKauecTBe KOHTellHepa

® BHUMAHMWE! Jns paboTbl ¢ MynbTUKacT live MOTOKOM Sscr_manager HeobXoAMMO yCTaHaBAMBaTbL Ha CepBep,
CeTb KOTOPOro UMeeT HecnpenaTCTBEHHbIV JOCTYN A0 XOCTa, Pa3fatoLlero My bTUKACT NMOTOK, a He B KJiacTep.

B kauecTBe Takoro cepeepa MOXeT 6bITb UCMO/Ib30BaH cepBep Ans 3anycka Scrambler Task.
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[Ans ycTaHOBKM scr_manager ncnosbayetcs yTunuta docker-compose. YctaHoBka naketoB Docker-compose
BbIMOJIHAETCA NPU Hanuumm goctyna B VIHTepHeT. MHcTpykumsa no yctaHoBke Docker-compose onncaHa Ha
odunumansHoMm calite: https://docs.docker.com/compose/install/#install-compose. AkTyanbHblin docker-compose
darin, HeoHXxOANMBIN AN NOAHATMA KOHTEMHepa SCr_manager MOXHO NPOCMOTPETb MO CCblIKe, NPejoCcTaBAAEeMOM

3aKa3uuky no TpeboBaHwmto.
MapamMeTpbl NEPEMEHHbIX OKPY>KEHUSA CepBUCa NPEAOCTaBAAIOTCA 3aKa3unky no TpeboBaHuto.

4.1.4. Hactpoiika u pa3BepTbiBaHue Scrambler
4.1.4.1. CD pns aptedaktoB b/,

Mpw passepTbiBaHMK Scrambler nponcxoamT yctaHoeka SCH u APl ana B/l uepes mexanmam Kubernetes Jobs. B
npoLiecce yCTaHOBKM COXPaHAETCA /10T B KOHTENHepe.

scr_db_sch:
enabl ed: true

scr_db_api :
enabl ed: true

# You can optionally override database address and port here:
db:

db_mmg: scr

address: 11.111.11.111

naster_port: 5432

IT10T pexxmmM noaaep>xxmatot scr_db_* , error_mapper_db_* .

4.1.4.2. CD pna KeyDB

[ns xpaHeHus coctosHul 3agay Scrambler ncnonbsyet keydb-ha-cluster, goctyn o koToporo ocyliecTeaseTcs

yepe3 Nodeport. B kauecTBe cTaHZapTHOro nopTa mncnosblyetcs "31379"

key_db:
enabl ed: true
system
password: password
tineout: 10 # KeyDB.
Nodel p: 22.222.22.222 # KeyDB mast er - node.

NodePort: 31379

4.1.4.3. CD gns 6HoBNeHUsA support_server

Mpw passepTbiBaHMM Scrambler nponcxoanT 06HOBAEHWE SUPPOrt_server Ha BCEX paHee CO3jaHHbIX cepBepax As

3anycka Scrambler Task uepe3 mexaHn3am Kubernetes Jobs. B npouecce ycTaHOBKM COXpaHAETCA 0T B KOHTEMHEpE.
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support_server_init:
enabl ed: true

4.1.4.4. OnucaHve NnapameTpoB KOHGUIypaLUmn cepBUCOB

I'Iapamepr| nepeMeHHbIX OKPY>XXEeHNA CEPBUCOB CUCTEMbI NPEAOCTAaBAAOTCA 3aKa34ykKy no Tpe6OBaHI/II-O.
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4.1.4.5. HacTtpolika nepeMeHHbIX OKpY>XeHus
Hactpolika nepeMeHHbIx ocylecteasetcs B gitlab.

B 6okoBOM MeHto BbibpaThb Settings (Ha naHenn cnesa) -> CI/CD -> Environment variables. OtpegaktnpoBatb
nepemeHHsble. 15 KOPPEKTHON paboTbl N pa3BepPTbIBaHMA CUCTEMbI JOKHBI ObITb 3aZaHbl NEPeMeHHbIe, CMMCOK

KOTOPbIX NPeAOoCTaBNAETCA 3aKa34KKy Nno Tpe6OBaHI/IPO.

4.2. MoarotoBka N0KaNbHOro cepBepa Ans 3anycka Scrambler Task
4.2.1. YcraHoBKa naketos Docker

Cnocob ycraHoBku docker-ce onpesensieTcs yCTaHOBLLUKOM.

4.2.2. lo6aBneHue nonb3oBatens B rpynny docker

B 6azoBoM BapuaHTe yctaHoBKM Docker, komaHabl ans ynpasnaeHuns docker-cli BeINOAHAKOTCA OT MMEHMU
cynepnosb3oBatens. Ytobbl 3Toro n3bexatb He06x0AMMO A06aBUTb TeKyLLLEro NoJb3oBaTeNs(0TANYHOro oT root) B

rpynny docker:

sudo usernod -a -G docker <current_user>

YT06bI M3MEHEHMA BCTYNUAN B CUY TPEOYEeTCA BbINMOJHUTL Nepe3arpyskKy.
4.2.3. YcraHoBKa nvidia-container-toolkit

Monxbii User guide npeacraeneH 3aech. Huxe 6yaet npeacraBieHa KpaTtkasi NoC/ie40BaTebHOCTb AeNCTBUIA:

di stribution=$(. /etc/os-release;echo $I DSVERSI ON_I D) \

&% curl -s -L https://nvidia.github.io/nvidia-docker/gpgkey | sudo apt-key add - \

&% curl -s -L https://nvidia.github.io/nvidia-docker/$distribution/nvidia-docker.list | sudo tee /etc/apt
/sources. list.d/nvidia-docker.list \

&& sudo apt-get update \

&& sudo apt-get install -y nvidia-docker2 \

&8 sudo systenctl restart docker
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(D |_|pl/l NosiIBNEHUN OLLINOKM BurAaa:

# Unsupported distribution!
# Check https://nvidia.github.iol/nvidia-docker

Heobxoarmo nocetuTb cTpaHuLy ¢ noaHbiM User guide.
Mepentn k nyHkTy Linux Distributions. V1 HaliTn Heobxoaumbin ans yctaHoBneHHow OC Identifier.

Mocae yero BbINOJHUTL MPEACTaB/IEHHbIN Bbllle KOMaHAbl, 3ameHuns $distribution Ha Identifier

yctaHoBneHHom OS.

4.2.4. O6HOBNEHMe ApaiiBepoOB

[ns koppekTHOM paboTbl TpaHckoampoBaHus Ha GPU Ha cepBepe ans 3anycka Scrambler Task Heobxoanm aparisep

BuAeokapTbl nvidia He Huxe Bepcumn 520.56.06.

Y106bl YTOUHMTL BEPCUID Y>KE YCTAaHOBEHHOIO ApaiiBepa MCNoib3yeTcs KOMaHAa:

nvi di a- sm

MyHkT Driver Version. Ecan Ha cepBepe yCTaHOBAEH ApaiiBep MAajLLlen BEpCUK, TO ero He06XoAMMO OGHOBUTb.

® Cnocos seinonHenus stoii orepaLum OCTaeTcs Ha YCMOTPeHMe 3aKasuunka/yCcTaHOBLUKA.

Huxe npeacTaBneH npumep obHoBAeHMSA ApaiBepa nvidia n3 PPA-peno3uTopus.
[ns Hayana HeobxoanMo f06aBUTb PPA-penosnTopuii B UCXOAHUKN CUCTEMBI:

sudo add- apt-repository ppa: graphics-drivers/ppa

[Janee Heo6x0AMMO OBHOBUTL €ro Kell NCNob3ys KoMaHay apt:

sudo apt update

MepelTh K MONCKY NocAeHeN JOCTYMHON Bepcumn Apalisepa nvidia:

apt search nvidia-driver

3aTeM Heob6X0AMMO YCTaHOBUTL NocaefHee CTabunbHoe 0OHOBAEHME ApaiiBepoB Ana rpadukn nvidia:
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sudo apt install nvidia-driver-525

4.2.5. 3anyck docker daemon

Docker-daemon ncnonb3syetcs ans pabotbl ¢ docker uepe3 REST API. [laHHbIl cepBMC aBTOMaTMUECKN

yCTaHaB/MBaeTCA BMeCTe ¢ Apyrmu naketamu Docker.

[ns 3anycka docker-daemon Ha 2375 nopTy HeOBXOAMMO BbINOJHUTL CEAYHOLLYIO KOMaHAY:
sudo systenctl stop docker

sudo dockerd -H unix:// -H 0.0.0.0:2375 &

[Janee HeobxoaMmMo nNpoBepuTb, YTo docker-daemon Ha Hy>XHOM MallMHe 3anyLLeH, MyTeM BbiMoJAHeHUs curl 3anpoca

K host-maluvHe gna noayyYeHus cnucka 3anyLweHHbIX KOHTEMHEPOB:

curl --location 'http://<host-ip>:2375/containers/json'

B oTBeT A0/IXEH BEPHYTLCA MycToN cnmcok “[]".
4.2.6. Mount nanku output_dir

B npouecce pabotbl Scrambler coxpaHseT pe3yabTaThl paboTbl B Nanke, HaMMeHOBaHWe KOTOPOW HacTpanBaeTca npwu
noMoLLM napameTpa scr_manager.system.instances_settings.output_dir, no ymonuaHuto ncnosnb3yercsa 3HaueHve

"publ”.

[JaHHas nanka ctaHgapTHO HaxoauTcsa no nytu “/var/lib/docker/volumes/publ/”. B ganbHenwem pekomeHayeTcs

"MayHTUTb" Nanky cpasy co CTaHAapTHOW AnpekTopuen “/_data/".

‘ (D ﬂ'aHHaﬂ ANPEKTOPKMA Ha MOMEHT CO34aHNA CepBepa MOXKET He CyLLeCTBOBaATh.

Y1o6bl apTedakTbl paboTbl Scrambler coxpaHanncs B CDN directory. Heobxoanmo npounssect mount nanku "publ”

Ha host mawwmHe ¢ nankon Ha yaaneHHom CDN.

O Cnocob BbIMNONHEHWs 3TON onepaLyn OCTAaeTCA Ha YCMOTPeHUe 3aKasumnKa/yCcTaHOBLLUKA.

Huxe npueejeH nprMMep KoMmaHabl 414 mount'a ceTeBoi nanku 6e3 NCNob30BaHUs ayTEHTI/Iq)I/IKaLI,I/II/I.

sudo nount -t cifs //<DOVAI N>/ <MOUNT_DI R_PATH> /var/li b/ docker/vol unes/ publ/_data/ -o users, sec=none
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5. Hactpovika B3anmogencteunsa cucremol ¢ Account Manager

ﬂ,}'lﬂ CO34aHunA pa3BETBJ'IeHHOl‘/’I CNCTEMBI NpaB U 4OCTYNOB B Ul cuctembl, HaurHasa ¢ Bepcunmn 11, HeO6XOAI/IMO

nponucaTb NpaBa Nnosb3oBaTesen (permissions) B cepsuce Account Manager.

Mpoueaypa BbINOJHAETCA B CEAYHOLUMX CyYasX:

o Nnpw ycTaHOBKe CUCTeMbI "C Hyaa";

® 5 cnyyae obHoBAEeHUs/AobaBneHNs/yaaneHns npas (permissions).

5.1. JobaBneHne cepsuca 'scrambler' B Account Manager

[JaHHasa npoueaypa BbINOAHAETCA OAHOKPATHO, A0 YCTaHOBKW/0B6HOBAEHMSA scrambler-permissions B Account
Manager. B cnyuae cbos/nepeycraHoBku Account Manager “c Hynsa" 3TOT cepBUC MOXET ObITb YAaNEH - B 3TOM

c/lyyae ero npuagtcs cosaaeatb 3aHOBO.

MpoBepbTe, UTO B CNNCKE CEPBUCOB NPUCYTCTBYET cepBUC 'scrambler’. Ecam ero HeT, gobasbTe ero. MogpobHoe
onucaHue paboTbl C cepBUCamMun NpMBEAEHO B AOKYyMeHTe "PykoBoacTBO nosb3osatensa” Account Manager B pa3gene

"Cepsuchbl”.

5.2. llobaBneHune permissions B Account Manager
JobaBneHne permissions NPoONCXoanT C MOMOLLIO CKpUMTa (MPeAoCTaBASETCS 3aKa3umnky Nno 3anpocy).

Ecnun 3anyckaTb ckpunT Yepes Linux/Mac, To oH paboTtaet koppekTHo. Ha Windows Hy>HO KOHBepTMpOBaTh daiin

yepe3 dos2unix komaHzon "dos2unix create_acm_permissions.sh”, nocne yero 3anyckatb dain.

5.3. MNpoBepka 3arpy>XeHHbIX permissions

Bongunte B web-nHTepdeiic ACM.
B neBoi yacTn okHa BbibepuTe AMUHUCTPUPOBaHME -> Poaun.

B nosiBuBLueiics dopme, B nose "HasBaHne" BBeAWTE NMS aAMUHUCTPATUBHON poan (Hanpumep, ACM).

M w o=

Ha 3kpaHe 0TObBpa3nTcs CNMCOK pa3peLleHunii, JOCTYMHbIX Aas 3TOW poan. HeobxoamMmo, Utobbl B MpaBbIi
cnmcok bbian gobaBneHbl Bce paspelueHmns ana pabotsl ¢ Scrambler (HaumHatoTca ¢ scrambler). Ecan 310 He
TaK, 406aBbTE MX K aAMUHUCTPATUBHOW posn. CNMCOK pa3peLLeHnin CM. B okyMeHTe Scrambler.Permissions

(npesocTaBasieTcs no TpeboBaHMIO 3aKa3umka).

Ecan web-nHTepdelic Scrambler yxe 3anyuyeH, To cbpockTe kel cTpaHuLbl (B bpay3epe) v nepenormHbTecs. Ecan
TpebyeTcs HOBbIV NoJb30BaTeNb Web-nHTepdeiica Scrambler, Torga nepesaiite agMmuHucTpatopy Account Manager

CMNCOK MpaB., KOTOpPble AOJIXKHbI ObITb Yy 3TOro Nosib3oBaTend.
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