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1. BBepeHue

1.1. HasHaueHue

JoKyMeHT cogep>uT obLee onucaHne CepBuca aBTopv3aLumM U NpoBepKu A0CTyna (fanee B JOKyMeHTe

MCMOAb3yeTCa YCIOBHOE HauMeHOBaHwWe gaHHoro cepsuca - Shield) v npegHasHaveH ans Wwmpokoro kpyra

cneunanncTos.
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2. TepMVHbI 1 COKpaLLeHWs

TepmuH, OnpepeneHne, PaclungpoBka

CokpauieHue

ATopuzaums | MNpouecc npoBepku cybbekTa aBTopU3aLMmM Ha AOCTYN K ONpeaeaeHHbIM pecypcam uam

JAeNCTBUAM.

AyteHTudurkaumsa  [lMpouecc NpoBepku NOAMMHHOCTY AaHHbIX Cy6bekTa aBTopr3aLnm.

b basza gaHHbIX.
JomeH Jlornueckas rpynna, o6beanHAIOLWLaa KOHTPOANEPbI N aKKayHTbI.
KoHTponnep MporpaMMHO-annapaTHbI KOMMIEKC, HEMOCPEACTBEHHO YNPaBASIOLMNIA YCTPOUCTBAMU U

NPUHUMAIOLLMIA CUTHANBI OT JAaTUYMKOB YMHOTO AOMa.
Hotudukaums  OnoselyeHve OAHOTO CEPBUCA APYTIM O BO3HUKHOBEHMM Kakoro-1nbo cobbITus.
Monb3oBatenb = YenoBek, MCMOAbL3YHOLLMIA NpUOXKeHWe unn 6paysep Ans aBtTopmsauum B Shield.

CybbekT CyLlHOCTb (YenoBeK nan apyroi cepeuc), obpalarowascs k Shield ans perncrpaunm nan

aBTOpM3auuy | BblZayn TOKeHa.
CMC CepBuc MOBUAIBbHBIX co0bLLLEeHNT, SMS.

TokeH BbinaéTcs noab3oBaTento nocsie yCrnewHor aBTopu3aLmm 1 ABASKOTCA KIKOUOM ANs OCTyna K

LilesIeBOMY CEPBUICY.
ya YMHbI Jom.
Lieneoi cepeuc = CepBuC, K KOTOPOMY MOJIb30BaTE b 3anpallvBaeT aBTopusaLmio y cepeepa Shield.
BSS NC Onepatopa - InbopmaumnoHHble cnctembl Onepatopa.

ConfigManager | YcnoBHoe HavMeHoBaHWe DRE Config Manager. CepBu1C XxpaHeHWst Cnnucka onepaTopos,
KOHOUIypaLMOHHbIX AaHHbIX OnepaTopoB, KoHGUrypaumii STB 1 TeKCTOB NO/b30BaTENbCKMX

COObLLEeHIA.

Device YctpoiictBo, cM. KoHTposnep.
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DRM CokpalleHHoe HanMeHoBaHwWe npogykTa "Cucrtema ynpasaeHma LmdpoBbIMU NpaBamm
DREPLUS (DRM DREPLUS)", npeaHa3HauYeHHOro A4 3auTbl KOHTEHTA, NepesaBaemMoro no cetu
Internet, oT HeneranbHOro KONMMPOBAHWA M PacNPOCTPaHEHUS, a TakXKe AN ynpaBaeHus

npaBamMu A0CTyna nosb3oBaTenemn K KOHTEHTY.

Shield CepBuC aBTOpM3aL MM 1 NPOBEPKM AOCTYNa.
SMHCloud YcnoBHoe HanmeHoBaHWe cepBuca obnayHoro ynpasneHns DREHOME&TV.
Okydrom YcnoBHoe HanmeHoBaHuWe cepauca DRE Guaranteed Delivery System (DRE Guarant).
JWT JSON Web Token.
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3. OnucaHue cuctembl

3.1. Obuwiee onucaHmne

1. Shield obecneunsaer:
®  paboTy ¢ BHYTpeHHUM (MHTerpupoBaHHbLIM B Shield) npoBaiigepom, coaepKallM CNCOK akkayHTOB,

LOMEHOB, KOHTPOIEPOB U MOANTUK;

aBTOPM3aLMIO NONb30BaTeNA BO BHYTPEHHEM NpoBanjepe C Bbijayven NepCcoHaabHOro TOKeHa

A0CTyna K HeobxoaMMOMY pecypcy;

NpOBepKy TOKEHa Yy BHYTPEHHErO NpoBanjepa.

co3fiaHue 1 ypaneHune akkayHTta B8 DRM;

co3fgaHuve n yganeHune gomeHa 8 DRM;

co3gaHue KoHTpoanepa B DRM;

fobassieHVe 1 yaaneHne KOHTpoanepa us goMmeHa 8 DRM;

nonydeHune n3 ConfigManager napameTpoB KOHGUrypaLumm, a Takxke Habopa TEKCTOB, CUMBOJIbHBIX U
UMCNOBbIX KOAOB AJ/151 Pa3/IMYHbIX ONepaTOpPOB, TUMOB NPUAOXKEHWNA, UCTOYHNKOB U A3bIKOB;
® Lotudukaumio BSS 06 onepaLmax ¢ akkayHTaMy, KOHTPOJIepamMu 1 JOMeHaMM.
2. Shield ncnonb3syet cneayroLime BUAbl aBTOPU3aALNN:
®  Base - Bbigaua TOKeHa AV NPeAOCTaBAEHUE Pecypca NPOUCXOANT Ha OCHOBAaHUMU BBEEHHbIX

noab3oBaTeneM AaHHbIX!

© JIOTUH 1 Mapoib;
o JNIOTVH N HpOBepOL‘IHbIl\/’I KOoA4,
@)

norvH n CMC kog.
®  Bearer - npefoCTaBAEHME NO/BL30OBATENIO AOCTYMA K PECYPCaM C MOMOLLBIO yXKe BblAaHHOTO TOKEeHa.
3. [nsa obecneueruns 6e3onacHoctu Shield ncnonbayer:

®  tokeHbl dopmata JWT ¢ anroputmom wmndposanua HMAC c ucnonbzosaHuem SHA-256 (HS256);

* OorpaHn4yeHune Ha KoOJin4ecTBoO NOMNbITOK OTMNPAaBKN O4HOPAa3oBOro naponaa nan Koja perncrpaynm no

CMC.

3.2. ApxutekTypa
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MpunoxexHune

ConfigM. DRM
e Lemgmse 4 Lo |3

YerpoicTea BSS
ya

&

(19
[oveon
(19

AP| Gateway
Shield dCreator
ID Provider
LEGEND
Shield
Pechkin components
Admin-
Accounts
Operations External
SHIELD components

3.2.1. KOMNOHEeHTbI cUCTEMDI
BHyTpeHHMe KOMMOHeHTbI NpogykTa Shield:

® APl Gateway - cepBKC pOyTMHra 3anNpocoB, NpokcupyeT APl OT Bcex BHELLIHWX MoACUCTEM HyxXHOMyY Provider.
EanHas Touka BXxoga AN MannuHra owmbok.
® KomnoHeHT Shield - oTBeuaeT 3a NpvieM 3aNpPOCOB Ha aBTOPM3aLMIO U Bblauy OTBETOB MO/Ib30BaTENAM
(NpegHasHayveH A4 NONYYEHWs, XpaHeH s, BaanjaLmMm 1 OT3biBa TOKEHOB JOCTyNa - ToKeHa AoCTyna K
aKKayHTY 1 TOKeHa JOCTyna K yCTpoucTBy). VimeeT otaenbHyto bl Redis - xpaHuaviie TokeHOB 1
K3LWMpyeMon nHdopmauuu.
® D Provider - ocyliecTBnseT NpoBepKy AaHHbIX A1 aBTOPU3aLMK U GopMUPYeT oTBeT. [aHHbI cepBuc
ABnseTca 06epTkon ana pabotbl ¢ cepBucamm Accounts, Domains, Devices ana nonb3oBatenernt YmMHoro Jloma
(Y). meet otgenbHble B PostgreSQL - BbINOAHAET pPOab XpaHWANLLA AaHHbIX cepBuca, Redis - xpaHmaniwe
TOKEHOB 1 K3WMpyeMon nHdopmaLmuu.
CepBKC OrMYECKN MOXHO Pa3fenunTtb Ha JBa KOMMOHeHTa:
© IdCreator - cozgaHue aKKayHTOB W yCTpOWCTB Y/,
© IdManager - ynpasneHvie akkayHTamu, JOMEHaMM 1 yCTpoiicTBamu Y/ (418 BLINONHEHUA OnepaLmuy
TpebyeTcs TOKEH aBTOpM3aLmK).
® Accounts, Devices, Domains:
© Accounts - NpesiHa3HaueH A9 yNpaBAeHNs YUeTHbIMI 3anncaMy nonb3osateneit Y.

©  Devices - NpegHasHaueH 415 yNpaBaeHWs YCTPOcTBaMy Nosb3oBateneit Y.
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O Domains - npegHasHaueH Ans 06beANHEHUS HECKO/bKIX aKKayHTOB B OAVH AOMEH 1 MPUBA3KM
YCTPOUCTB Y/, K LJOMEHY.

O Kaxgblit U3 3Tnx cepBucoB nmeet otaencHyto b/l B CYB/, PostgreSQL.
Policies - npegHasHaueH 415 ynpaBaeHuns npaBamMun JOCTyna noab3oBaTeneit K pecypcam. CepBucC nMeeT age
byHKUMKM: nybankaums npae 4ocCTyna K pecypcy (Bblgada CybbekTy aBTopusaLmnm npas Ha ynpaBieHue
pecypcamu) 1 npoBepka nNpas AocTyna K pecypcy. lMpaBa gocTtyna xpaHaTcs B key-value xpaHuauwe etcd.
Operations - NpeAHazHayeH ANs ynpasBiaeHUs akkayHTaMu noab3oBaTtenei. Pasgenstorcs ABa BMAa akkayHTOB
- customers n admins. AkkayHTaMu customers CUMTatOTCA akKayHTbl, 3aBefileHHble B cepBuce Accounts.
AkkayHTamu admins cuMTaroTCs akkayHTbl, 3aBeieHHble B cepBuce Admin-Accounts.

O operations-ui - Nonb30BaTeNbCKWIA UHTEPdEIC A9 yNpaBaeHNa customers u
admins. B3anmogelcTBme ocyliecteaseTca nocpeacTtsom web-browser.
Pechkin - mukpocepsuc ysegomneHuii. Pacceinaer CMC 1 Email yBegomMaeHns nonbsoBaTensim.
Error-Mapper - obecrneumBaeT HaCcTPOIKY MannMpoBaHMs KOAOB M TEKCTOB OWNBOK, BO3BpaLLaeMblx 13 API
Gateway.
Notify server - cepsuc, obecneumnsatowmin HanpasaeHne B Okydrom 3anpocoB no co3gaHuio 3agay o

HoTUdMKaLumm BSS 06 onepaumsax c akkayHTaMu, JOMeHaMu U KoHTpoanepamu B Shield.

BHelHne KOMMOHEHTbI:

SMHCloud - cepBuc, obecneumBaroLLmii BO3MOXHOCTb YAa/€HHOrO ynpaBAeHWs yCTPONCTBaMM YMHOIO oMa
~A).

Yctpoictea Y/, - ncnonHawowme/KOHTPOANPYOLLMe/ynpaBastoLLMe YCTPOMUCTBA. BbINONHAIOT KOMaHAb!
nonb3oatens, SMHCloud nan gpyrux ycrpoicrs.

Mpunoxenue - npunoxerHue Y/ ana yganeHHoOro gocryna K KomnoHeHtam Y/.

ConfigManager - xpaHeHue crnivcka onepaTopoB, KOHOUIYPaLMOHHbIX AaHHbIX ONepaTopoB, KOHPUrypaLuin
STB 1 TEKCTOB M0/1b30BaTE/IbCKMX COOBLLEHU.

DRM - cepBuc ynpaBaeHuns npaBaMu A0CTyNa Mo/b30BaTeNein K pecypcam.

Okydrom - cepBuC, peanunsytolnin OTA0XEHHYH HOTUGUKaLMIO CTOpOHHero REST cepBepa o HacTynieHUn
3a/1aHHOTO COBbITHS.

BSS - KOMMOHEHT MHGOPMALIMOHHBIX CUCTEM OMNepaTopa, BbIMOHAET NMOAKIHOUYEHNE HEODXOANMBIX YCayT

A5 aBOHEHTOB, 4OMOXO035CTB U 060PYAOBaHUS.
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3.2.2. Bzanmogencrene KOMMNOHEHTOB

GS GROUP

Shield.Int-GD

PeBusnsa: 1.0

My6anyHein - LO

B3avmogelicTBrie KOMMOHEHTOB Ha cxeMe 0603HauYeHo LndpamMm, onvcaHne CBefeHO B TabauLly:

Ne

10

11

12

KnueHT

(vHuUMaTop)

SMHCloud

AP| Gateway

AP| Gateway

AP| Gateway

ID Provider

ID Provider

Operations

Operations/ID

provider

AP| Gateway

Error-Mapper

ID Provider

ID Provider

CepBep

(nonyuartennb)

AP| Gateway

Shield

ID Provider
/IdManager

ID Provider
/ldCreator

Accounts
/Devices

/Domains
Policies

Accounts
/Admin-
Accounts

Pechkin

Error-Mapper

ConfigManager

DRM

ConfigManager

Lienb B3aumogpeiicTBnA

ABTOpPWM3aLMs NOAb30BATENS, PErMCTPaLMSA YCTPONCTB, yrNpaBaeHue

aKKayHTaMu, JOMeHaMu, yCTPOMCTBaMM.
MonyyeHne, 06HOBAEHME N NPOBEPKa TOKEHOB AOCTyNa 1 06HOBEHUS.

3anpoc Ha yrnpas/eHne akkayHTamu, 4JOMEHaMU 1 yCTPOMCTBaMM
(pa3peLueH TONBKO NPW HaAMYUKM TOKEHA AOCTyMNa C NPaBOM Ha

3anpallnBaemyto onepawuto).

3anpoc Ha co3gaHne akkayHTOB U1 YCTPOUCTB Y/,

CosgaHue v ynpaBaeHne akkayHTamMu, KOHTpoJIiepaMmn 1 gomeHamu Y/,

MpoBepka npaB focTyna cybbeKTOB aBTOpM3aLUN.

Co3faHue, NpoCMOTP, pesakTMpoBaHue, baH 1 yaaneHe akkayHTOB.

3ar1poc OTnpaBKM Koga akKTuBaUMn akKkayHTa M O4HOPa3OoBOro Koja AnA

BXOJa B akKKayHT.

MannuHr owmnbKky, BEpHYBLLENCA N3 BHYTPEHHMX CepBUCOB He3 TekcTa,
noJlyyeHune TeKCTa NoJib30BaTeIbCKOro COOBOLLEHMS, BO3BPaLLaeMOro
Shield.

nOﬂyquVIe Ha6opa TEKCTOB, CUMBOJIbHbIX 1 YNCNOBbIX KOAOB A4

Pa3nnyHbIX ONnepaTtopos, TUMOB HpMﬂO)I(EHMVI, NCTOYHUMKOB N A3bIKOB.

Co3p,aH|/|e A yaaieHne akkayHToB U JOMeHOB, CO3aHune

KOHTpONN1EPOB, ,qo6aBneHv|e nnan yaaneHne KOHTpoanepos N3 4OMEHOB.

Monyyenune napametpos KoHourypaumm (URL DRM, Hannume

MOHEeTU3aLnm).
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13 | ID Provider Notify server Co3paHune HoTudukaumi ans BSS 06 onepaumax

C aKKayHTaMu, ;oMeHaMu 1 KoHTposanepamu B Shield.

14 | Notify server Okydrom lMpoBepka NnapameTpoB 3anpoca, Tuna 1 Tena HoTudukauuw,
HanpasneHune B Okydrom 3anpocoB no co3gaHuio 3agaun o

HoTUdMKaLMK.
15  Notify server ConfigManager | MonyuyeHwne Tena HotudmrkKaumm n Hactpoek Okydrom.

16 | Okydrom BSS Hotndukaumsa BSS 06 onepauusx ¢ akkayHTamu, JOMeHamMu v

KoHTponnepamu B Shield.
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4. CueHapwuu pabortbl Shield

B naHHOM pasgene npuBeseHbl MPUMepPbl HEKOTOPbIX TUMOBbIX NMOJ/Ib30BATE/IbCKMX BapUAHTOB CLieHapueB (OCHOBHbIE
MOTOKM) C Mcnonb3oBaHneM npoaykTa Shield. OnncaHne Bcex BO3MOXHbIX BapUaHTOB CLLEHAPUEB BbIXOAWT 3a PaMKu

JaHHOrO JOKYMEHTa.
4.1.1. CueHapwii co3gaHUA aKKayHTa

1. MNMonb3oBaTtenb MHULMMPYET B MPUIOXKEHUN PErNCTPaLIMIO akKayHTa.

2. Monb3oBaTesib BBOAUT HOMep TesedoHa/email 1 3anpalumnBaeT pernctpauuio akkayHTa.

3. 3anpoc Ha co3faHune akkayHTa oTnipaBaseTcs Ha APl Gateway, KOTOpbI/ NpokcupyeT 3anpoc B cepauc ID
Provider (B ctpykTypy IdCreator).

4. |D Provider obpalaetcs B cepuc Accounts Aas cO34aHusA YHETHOM 3anmncK C 3aaHHbIMK NapamMmeTpamMu.

5. Cepsuc Accounts co3gaeT B cBoel b/l akkayHT ¢ nepeAaHHbIMW PErncTpaLMOHHBIMW AaHHBIMU.

6. ID Provider coobuuaet B cepBuc HoTudMKaLmmn Pechkin o BbiInosHeHUn 3anuncu akkayHTa 1 Pechkin Bbicbinaet
MONb30BaTENO HOTUDUKALMIO C KOAOM NOATBEPXKAEHNS.

7. Monb3oBaTenb BBOAWT KOA ANS aKTUBALMK akkayHTa - MOBUABHOE NPUAOXKEHWE OTNPaBAAET KOMMNOHeHT API
Gateway NOrvH akKayHTa v KOA akTMBaLuu.

8. API Gateway obpatiaetcs k cepucy |D Provider ans Bepudukaumm gaHHbIX B cepBuce
Account: cyllecTBOBaHWe N0rMHa 1 BaANAHOCTb KOAA aKTVBaLMW ANA JaHHOTO JIOTUHa.

9. AKKayHT aKTVBMPOBaH M MOXHO B HEFO BOMUTW.
4.1.2. CueHapwuii aBTOpM3aLUM aKKayHTa

1. MNonb3oBaTenb MHULMMPYET B MPUAOXKEHUN BXOJ, NO MNapoto.
2. MNonb3oBaTenb BBOAWUT NOTMH M NapoJb M 3anpallnBaeT BXOA MO JOTMHY U Napoto.
3. Ha ocHoBe paHHbIx ayTeHTMduMKauum dopmmpyetca 3anpoc B APl Gateway Ha nosy4yeHune TokeHa
aBTopm3auun. APl Gateway npokcmpyeT 3anpoc Ha KoMnoHeHT Shield.
4. KomnoHeHT Shield obpalaetcs k ID Provider ans cBepku (Bepudukaumm) ayTeHTUOGUKALMOHHbBIX AaHHbIX.
5. ID Provider obpaluaetcs Kk COOTBETCTBYOLLEMY CEPBUCY /1A CBEPKMN ayTEHTUDNKALIMOHHbBIX AaHHbIX.
a. Ans yctpolicts - devices
b. [na yu4éTHbIX 3anucent - accounts
6. ID Provider otBeuaeT komnoHeHTy Shield uHpopmavmelr o nonb3osatesne.
7. KomnoHeHT Shield BbinyckaeT TokeH AOCTyNa ANS 3TOrO akkayHTa, COXPaHAEeT ero B Kel-namsThb (B
JanbHenLWwemMm, NPy MHMLMaL MM Nob30BaTesIeEM Kaknx-1mbo AeicTBUIA (HanpuMep, BbichaTb NpuUrialleHme
nam o6aBUTbL YCTPOMCTBO), 3TOT TOKEH ByAeT nepesaBaThbCs C 3anpocom).

8. AKKayHT CTaHOBMWTCA aBTOPU30BAHHbIM.
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4.1.3. CueHapwii NpoBepKU A0CTyNa K Lie/ieBOMY CEPBUCY C MPOBEpPKOiA aBTopU3aLLMm

o vk W

. ABTOpI/l3OBaBIJJI/ICb, Nno/ib30BaTe/lb Ha MOBMILHOM NPUNOXKEHNN NHNLUKMPYET 3anpoC Ha BbIMOJIHEHNE

JencTBus.

MobunbHoe npunoxeHne obpawiaetca K APl Gateway ¢ 3anpocom Ha BbINOJIHEHWE Lie/IeBOro AeNCTBuUA B
cepBuce, NepeaBas NoJyYeHHbI paHee TOKeH AOCTyna.

API| Gateway noayudaet 3anpoc 1 obpaluaercs K KOMnoHeHTy Shield ans Baanaaumm TokeHa.

KomnoHeHT Shield ocyuectBasieT npoBepky TokeHa (CyLLecTBOBaHWE TOKEHA, MPOBepKa ero Cpoka AencTus).
KomnoHeHT Shield otBeuaeT nHdopmaumen APIGateway o pacno3HaHHOM CybbekTe aBTopU3aLuu.

AP| Gateway go6aBnsieT B 3arofoBok 3anpoca MHbopmMaLmio o cybbekTe aBTopm3aLmmn. opmupyetcs
LeneBol 3anpoc.

API| Gateway otnpasnset 3anpoc Ha ID-provider (ID Manager) ans nposepku B cepsuce Policies npaBa

Cy6'beKTa aBTOpU3aunun Ha BbINOJIHEHWE TOITO NWJIN NHOTO AeﬁCTBMﬂ.

. ID Provider obpalaetca B cootBeTCcTBYtOLWMI cepBUC (Accounts, Domains nan Devices) ans BbINOAHeHUA

AencTeus.
Mo BbinonHeHuto gencteus ID Provider nepegaet B APl Gateway nHdopmaumnto o pesyabTaTte BbIMNOJAHEHNUS

aevicteus, APl Gateway nepegaeT faHHble B MOBUAbHOE NPUIOXEHWE.

© 000 "Lindppa”, 2019-2025

JokymeHTaums "CepBuc aBTopM3aLmmn 1 nposepku goctyna. ObLiee onucaHne" aBaseTcs 06 beKTOM aBTOPCKOro

npaBa. BocnpounsBegeHue Bcero npovseeseHuns uamn nto6oi ero 4actT BocnpelLaeTcs 6e3 NMcCbMeHHOro paspeLueHuns

npa BOO6J'IaAaTeJ'IF|.
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