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04 GS LABS CAS-DREGUARD-IG

GS GROUP PeBusua: 1.0

1. AHHOTauwMA

[laHHbIN JOKYMEHT COAEPXKNT PYKOBOACTBO MO YCTAHOBKE M MepBOHavasbHOW HacTpolike [porpaMmMHOro Komnaekca
"Cuctema ycnosHoro goctyna DREGUARD" (ganee - CAS DREGUARD unan Cucrema), a Takke onvcaHme CUCTEMHBbIX
TpeboBaHWI AN KOMMNOHEHTOB.

JoKyMeHT npesHa3HayeH AN COTPYAHNKOB OTAeAa MOHUTOPUHIA N UHCTaIALMK, @ TakxKe ANA APYTrMX TEXHUYECKNX
CneunanncTos, B 0683aHHOCTM KOTOPbIX BXOAMUT YCTaHOBKa W nepBoHavanbHas HacTporika CAS DREGUARD.

[l,aHHoe onuncaHune aBndaeTca I'Iy6}'ll/l‘-IHbIM AOKYMEHTOM.
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4 GS LABS CAS-DREGUARD-G
GS GROUP PeBun3unga: 1.0

2. TepMVHbI 1 COKpaLLeHnA

TepmuH CokpauieHue OnpeaeneHne

ABOHeHT - dursmyeckoe NV HOPUANYECKOE ML, C KOTOPLIM onepaTtop TB 3akatouaeT
[OroBOP Ha OKasaHue yCayr.

ABTOpM3aums - Mpouecc npeocTaBaeHns aboHeHTY NpaB Ha MCMOJIb30BaHWE YCyT
TENEBM3NOHHOTO onepaTopa (MPOCMOTP TENEBU3UNOHHbBIX KaHaN0B U YCayru
WHTEPaKTUBHBIX TENEBUN3NOHHbIX CEPBUCOB).

AHTULWaAPUHT - Mogaxoa, ncnonblyemblin B pazpaboTke TEXHOOTUIM MO NPOTUBOAENCTBUIO
HeneranbHOMYy JOCTYNy K KaHanam, 3akpbiTbiMm CAS DREGUARD, npun koTopom
pacnpocTpaHaroTca katoum (CW), nonyyeHHble OT O4HOW aBTOPM30BaHHOM
CMapT-KapTbl.

BunnnHrosas BSS CtopoHHuIA No oTHoweHuto K CAS DREGUARD KOMMOHEHT, OTBEeYaroLL i
cucTema 3a cbop MHPopMaLmKM 06 NCMOIb30BAHUN YCAYT, BbICTAB/IEHME CYETOB
aboHeHTam, 06paboTky naatexen. Ha ocHoBaHWW 3TOW MHPOPMaLLMK
(Business eunnmHroeas cuctema BbigaeT CAS DREGUARD komaHAbl Ha fobaBneHue,
Support System) yAaneHne Ui naMeHeHue NoAnmcok, coobueHunii MiHdokac, nam nHbIx

AaHHbIX, xpaHawmxca B CAS DREGUARD.

FonoBHoe - ObopyzAoBaHVe roOJIOBHOM CTaHLMK onepaTopa. B JaHHOM foKyMeHTe noj,

obopygoBaHue roJI0BHbIM 060pYyAOBaHNEM MOAPa3yMEBAETCs Ta €ro YacTb, KOTopast
HemnocpeACTBEHHO B3anmogenctsyeT ¢ Cuctemont YcnosHoro Jloctyna
cornacHo ctaHgapty DVB-SimulCrypt.

Knacc - Eannuua poctyna B CAS DREGUARD. C Touku 3peHua nonb3osatens CAS
DREGUARD (onepatopa TB), knacc onpegenseT naket TeneBU3NOHHbIX
KaHas0B, NpeAocTaBiseMblx abOHEHTY B KauecTBe eanHon ycyru. Ha baze
ynpaBaeHVa NpaBamMu Ha Kaacc peasnsoBaHo yrpasaeHne J0CTynom
aboHeHTa K MakeTy KaHanoB. [Tpy obopMaeHUN NOANNCKM Ha Knacc,
abOHEHTY NpesoCTaBASETCSA AOCTYN KO BCEM TENIEBU3NOHHBIM KaHaiawm,
BXOASALLMM B €ro COCTaB.

KoHTponbHoe Ccw Kntoum, ncnonbsyemblie ans ckpeMbanpoBaHus/aeckpeMbanpoBaHus

cnoso (Control TpaHcnopTHOro notoka aaroputmom CSA.

word)

MNAK CK CneuuanmsnpoBaHHoe WndpytoLee YCTPONCTBO.

"KpunTtokunep"

(Kpuntokunep,

Cryptokeeper)

Kpuntonepwnoa Meproa BpeMeHw, B TeUeHMe KOTOPOro ckpemMbaepoM MCNoNb3yeTcsa OAMH U

TOT XKe KNtoY ckpembamposaHusa (CW).
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Kntou, HeobXoAUMBIN A7 AeKOAMPOBaHNA ONepPaLMOHHBIX KOUen,
noay4daembix 13 EMM coobuieHnin. Mactep-kato4 OTHOCUTCA K CaMOMy
BEPXHEMY YPOBHIO MepapXmmn KNKOUeRn 1 XPaHUTCA B CaMOM 3aLLULLEHHOMN
06/1aCTN 3HEPTOHE3aBMCUMOW NaMATU CMapT-KapTbl. DTOT KAKOY NOayYaeTcs
NlerafibHbIM MOJIb30OBaTeNeM BMECTe CO CMapT-KapTol U HUKOTAA He MEHSETCA.

OpraHu3auus, npegocTaBastoLLas ycayru npocMoTpa LuppoBoro
TeNeBUAEHNA N NCMO/b30BaHNA JOMOJHUTENbHBIX CEPBUCOB.

Kntou, ncnonbsyembliii ana wWmdpoBaHna 1 paclundpoBbIBaHNA YNPaBAAOLLNX
cnoB (CW). OnepaumnoHHble KNtouM nepesaroTcs B 3allMppoBaHHOM BUAE B
cocTaBe creunanbHbix KomaHa B EMM coobuieHusx.

JaHHbIN TepMUH Mcnoab3yeTca B pamkax ¢yHkumoHana WHN. CoBokynHOCTb
npaB Ha UCMOJIb30BaHWe ycayr onepatopa 1B, npegocrtaBasemas aboHeHTy
npwv 3aKaro4eHnn gorosopa. Nognucka Ha nakeT yoiyr onpeaenser
JOCTYMHble Ana aboHeHTa Tunbl ycayr (Streaming, PVR 1 npouee), knacchbl
NoAKAt0UYaEMbIX YCTPONCTB (Hanpumep, naaHweTbl GS), MakcMMansHoe
KOJNM4eCTBO OAHOBPEMEHHO MOAK/IOYaeMbIX YyCTPONCTB. lNakeT ycayr MoxeT
NMeTb NPUBA3KY K OJAHOMY WM HECKOIbKUM KaHanam.

NHbopmauumsa o npaBax gocTyna aboHeHTa K kjlaccam 1 ycayram onepatopa
TB (ngeHtTndUKaTop Knacca, naeHTndUKaTop nakeTta ycayr u nepuog, Ha
KOTOPbIA OHW NpesocTaBeHbl).

YcTporictBo aboHeHTa, NpuHMUMaroLLLee 1 obpabaTbiBatoLLee curHan
LUMPPOBOro TENEBUAEHUS U NepesatoLLee ero jajnee AN BOCNPOU3BEAEHN
(Hanpumep, Ha TeneBM30pe UAN NAaHLIETe).

OpraHu3auus, npegocTaBastoLwas ycayrm npocMoTpa LmppoBoro
TENEBUAEHWNSA U UCMO/Ib30BAHWUA JOMOAHUTENbHBIX CEPBUCOB.

CucTtema, NpvHUMatoLLas, obpabaTbiBatoLias U xpaHsLlas nHbopmMaLmio o
noAnuckax aboHeHTOB.

YcTponcTBo WndpoBaHMa TPaHCMOPTHOrO NOTOKa, BXOAALLee B COCTaB
rofoBHoro obopyaoBaHus. B tepmuHonormum ctaHgapta DVB-Simulcrypt
0603HauvaeT GyHKLMOHabHBIA NOrMYeckuii 610K, OTBETCTBEHHbIN 3a
wundposaHme MPEG2 TpaHcnopTHOro notoka. [ns BbINOAHEHUA AaHHOM
byHKUMM gomkeH obecneunsatb nprem CW oT koMmnoHeHTa SCS.

Bepcus BHelHeW cMapT-KapThbl, peasn3oBaHHas Ha annapaTHou niathopme.
WNcnonb3yetca B CAS DREGUARD gnsa naeHtndurkaumm nonb3oBatenen,
6e30MacHOro XpaHeHWs NPUBATHbIX AaHHbIX U 3aLLMTbl KPUNTOrpaduyeckmx
onepauuii, HeobXoANMbIX AN YyNPaBAEHUA JOCTYMOM.
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®PyHKLMA NPUEMHMKA, NO3BOAAIOLWLAA NepesaBaTb KOHTEHT C MPUEMHMKa-
cepBepa Ha YyCTPOUCTBO-KAMEHT (MPUEMHMUK, NAaHLLET).

Paznnuatot cnegyrowme Buabl Streaming:

®  Mirror Streaming: Ha MOBU/IbHOE YCTPOMCTBO TPAHCANPYETCA KOHTEHT,
BOCMPOUW3BOANMbIN Ha CepBepe;

® Independent Streaming: Ha MOBMABHOE YCTPONCTBO TPaHCAUPYETCS
KOHTEHT MO 3anpocy KJAMEeHTa, He3aBUCMMO OT KOHTEHTa,
BOCMPOW3BOAMMOrO Ha cepBepe.

JononHuTtenbHas naaTHas GyHKLMOHaNIbHOCTb MPUEMHOro 0bopy0BaHMs,
AOCTYN K KOTOPOW OrpaHM4MBaeTcs onepaTtopoM LmMdpoBOro TeNeBuieHNs B
COOTBETCTBMM C pa3paboTaHHbIMU UM NPaBUAIAMU UCNOb30BaHWS AaHHOW
dYHKUMOHaNbHOCTM (Hanpumep, ncnosib3oBaHue Streaming 1 1.4.).

JaHHble cncTeMbl YCNOBHOTO AOCTyNa, Heobxogmmble ECMG ana
dopmupoBaHus ECM coobuueHunii. CoctaB U CTPYKTypa 3TUX AaHHbIX
onpegensetcs paspabotumkom CAS DREGUARD u siBasieTcs 3aKpbITOM
nHdopmavmen

CucTeMa yCNOBHOrO A0CTyMNa obecrneurBaeT 3aLimTy KOHTEHTA,
nepezaBaeMoro no KaHanam BeLLaHWs U pacrpeseneHns, oT KOMMEPUYECKOrO
nuparcrea.

Cuctema, npegcrasastoLas cobori npomexxytovHoe 10, koTopoe
obecneymBaet B3anmogeincTere MO NpreMHMKa 1 SMynaTOpa CMapT-KapTbl.
Library ynpaBnset BbligeneHnem cayxebHbix gaHHbix (Hanpumep, ECM n EMM)
13 NPUHATOrO TPAHCMOPTHOrO NOTOKa, MOJAYYEHNEM U3 HUX 3aLUMdPOBaHHbIX
KNOYen 1 Ux nepeaady aMynaTopy CMapT-KapTbl 418 paclindpoBKM.

Cepsuc aBTOpM3aumm 1 pacnpegeneHuns npas. CAS DREGUARD moxet
obpaTtnTbesa K Account Manager (Yepes cBoit ppoHTeHA nan API) ans
aBTOpM3auUnK, Nepegayn n NPoBepKn Npas NoJsb3oBaTens. 3ateMm, Npu
nomowm WEB Ul, nonb3oBatens CAS DREGUARD moxeT co3aaBatb
AOMONHUTENIbHbIE YYETHbIE 3aMWCKY, Ha3HavaTb POAN W CO3AaBaTb rpynnsbl
npas.

Mporpamma, obecneyriBaeT BO3MOXHOCTb AOMNONHUTENBHON 3aLLnThI
KOHTEHTa Npu BewaHnn B CNyTHMKOBOW u IP ceTax.

CepBuC ANa XpaHeHWsa Cnucka onepaTopos U UX KOHOUTYpPaLMOHHbIX AaHHbIX.
CepBuc nonyyaeT, arpernpyet u Bbl4aeT NepeyeHb onepaTopos, KOTopble
ncnonb3ytor DREAMPlatform, a Takxxe Habop KOHOUIYPaLMOHHbIX AaHHbIX
A8 Kaxgoro onepatopa. Takum obpa3om, abOHEHT, NONb3YACb OA4HUM
KJIVEHTCKUM MPUNOXKEHNEM, MOXET MoJydaTb JOCTYM K HECKOJ/IbKAM
oneparopam.
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Cucrema, peanusyrowas GyHKLMOHaA OTAPABKN YBEAOMIEHWUIA Ha
obopyaoBaHne aboOHEHTOB.

DVB-cTaHAapT apXuTeKkTypbl, MO3BOAAIOLLEN PYHKLNOHUPOBATb MHOXECTBY
Cuctem YcnoBHoro [loctyna B pamMkax eAvHOM rofIOBHOM CTaHLMK. TOT
CTaHAapT OnpesenseT apxuTekTypy roNoBHoro obopyaosanus n CY/,
BPEMEHHble NapaMeTpbl B3aUMOAENCTBUA KOMMOHEHTOB, UX MHTepdelchl 1
dopmat coobLLEeHNIA.

MpoaykT "InekTpoHHbIN Tenerns DREGUIDE".

JdononnutensHas dyHkuma CAS DREGUARD, npesHasHaueHHasa ans
nHGOpMMpPOBaHMA abOHEHTa O NPUUMHE OrPaHNYEHMA JOCTyNa K
Tenenepegave. VMiHdopmmpoBaHme Npon3BoANTCSA Yepes coobLLeHns
"KoanpoBaHHbIN KaHan", KOTOopble cogep>KaT Kog, cTaTyca
AecKpeMbAnNpoBaHMsA MU KPaTKYH MHCTPYKLMIO MO YCTPaHEeHWO Npobiemsl.

TexHonorns annapaTHOro aHTULLIAPWHIa, MOCTPOEHHAsA Ha AOMOJHUTEIbHOM
wundposaHmm CW g0 ero wndposBaHmsa anroputMomM cMapT-KapTbl. Tpebyet
annapaTtHoW noaaep>ku B npoueccope STB, B KOTOpbIV BCTpanBaeTcs
6umbanoteka (CAS DREGUARD Library).

Coobuenmne CAS DREGUARD, cogepxaluee B 3awmdposaHHoM Buge CW,
AeckpeMbanpyroLLMe TPaHCAUPYEMbI/ NOTOK.

CoobueHne CAS DREGUARD, copep>kalliee cnyxxebHble faHHble,
nHbopMaL Mo 0 NpaBax JOCTyNa 1 creLmabHble KOMaHAbl (M3MeHeHue
MOAMMNCKYM, OBHOB/EHWE OMEPaLIMOHHOrO KtoYa 1 Apyrue).

[JononHuntensHaa ¢yHkuna CAS DREGUARD, nossonstowas onepatopy TB
paccblnaTb TeKCTOBble cO0bLLeHNs aboHeHTaM. DyHKLUUS peannsyeTcs
cuctemort CAS DREGUARD uaum cuctemori CepBUCOB.

CoobLeHns NpuHyAnTeNbHO oTobpaxkatoTcs Ha akpaHe TB noBepx
OCHOBHOTO M306paxeHus. MNprMepbl NCMNONb30BaHWSA COOBLLEHWI -
npeaynpexaeHns o6 obHoBaeHWM MO, OKOHYaHMM NMOAMNCKY, OMOBELLEHMS
HaceneHusa u agpyrue.

Pexxum pabotel ECMG. B gaHHoM pexxume CW nepegarotcs B ECM B
He3awwndpoBaHHOM BUjE.
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Pexxnum OrpaHN4YeHHOro NpPoCcMoTpPa, I'IpeAHaBHal-IeHHbIﬁ Ana MOTUBaLU MK
aboHeHTa npoannTb NOAMUCKY. B AAaHHOM peXunmMme KapTuHKa TenekaHana
nponopuymnoHasbHO YMEHbLUAETCA, a B ocTa/bHOW 0b6acTn 3KpaHa BbIBOANTCA
peknama.

MpoaykT, KOTOpbI 0becneynBaeT BCTaBKy AaHHbIx B MUX ¢ onpegeneHHbIM
GuTpenToMm.

|/|CI'IO}1b3yETCFI Ana BCTaBKU B TpaHCHOpTHbII;I NOTOK AaHHbIX, NOJlydaeMbIX U3
Pa3HbIX NCTOYHWNKOB.

Pexxum CAS DREGUARD, obecneunBatoLmin paboty cMapT-KapTbl TOABKO C
OAHWUM KOHKPETHbIM MPUEMHUNKOM.

JNlornyeckoe ob6beanHeHWe KaHanoB, ckpeMbanpyembix eanHbimu CW,
Co3/laBaeMOe Ha rojoBHoM obopygosaHun Onepatopa TB.

KomnoHeHT ronoBHoro obopyaoBaHus, npeaHasHaueHHbIN A1 yCTaHOBAEHWS
n noaaep>xaHuns coegnHernna ¢ ECMG, nepegaun emy CW u AC, nonyyeHums
creHepupoBaHHbIXx ECM coobuennin n nepeHanpasneHve ux 8 MUX.

KoMnoHeHT ronoBHoro obopysoBaHus, NpeAHasHauYeHHbIn A5
npeobpaszoBaHus nosyyaemon nHbopmaumm B TS C nocneaytoLlen
nepegayert Ha CNyTHUK.

06K anropuTM cKpembANpPOBaHWA, NCMOb3YEMbIN A1 3aLUUTbI
LUPPOBOro TeNEBU3NOHHOMO MNOTOKa OT HECAHKLMOHMPOBAHHOMO J0CTyNa

dopmat MeanakoHTenHepa, KOTOPbIA MHKaMNCyANPYeT NakeTbl SN1eMeHTapHbIX
MOTOKOB W APYTUX AaHHbIX.

Habop nporpaMMHbIX CpeacTB, NpegHa3HauYeHHbIX 4151 MOHUTOPUHIa
TPaHCMOPTHOro NOTOKa.

KOMMOHEHT KOTOpbI MO3BOASET YNPaBAATL MOANUCKaMU/yCayramm
/ycTporictBamu/KaHanamm n 1.4. ObecneumBaeT MHTErPaLMIO C BUAANHT
cMcTeMamm onepaTopoB.
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4 GS LABS CAS-DREGUARD-G
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3. BeegeHune

3.1. TpeboBaHua K kBanndMKaLnmM ycTaHOBLLMKA
,ﬂflﬂ YCTaHOBKU CUCTEMbI COTPYAHUK 0b6s3aH:

® uMeTb 6a3oBble NPeACTaBAEHNA U NPaKTUYeckne HaBblkn paboTkl ¢ cuctemont opkectpauum Kubernetes (
https://kubernetes.io/docs/tutorials/kubernetes-basics/) n nakeTHbiM MeHegxxepom Helm.

® meTb HaBblku paboTbl ¢ OC cemelicTtBa Linux, @ UMEHHO:

yCTaHOBKa MaKeToB;

CO3J,aHMEe N HaCTPOWKa CETEBbIX MOAKNHOUEHUN;

3anyck cnyxo, HacTpoika aBTo3anycka cayx6;

ycTaHoOBKa W HacTpolika PostgreSQL;

co3gaHue n pabota c b, noa ynpasneHvem PostgreSQL.

nmeTb 3HaHus o DNS.

nMeTb 6a3oBble MNPeACTaBAEHMA U NPaKTUYECKUe HaBblku paboThbl ¢ Git.

3.2. CuctemHble TpeboBaHma

Onsa yctaHokn CAS DREGUARD >enaTtenbHO BbieNNTb OTAE/bHbIN cepBep. PekoMeHayeTcsa ycTaHaBMBaTh cepeep B
NOKaNbHOW CeTH, 3alUMLLEHHON OT AOCTyMNa U3BHe.

3.2.1. AnnapatHoe O6ecneueHune

Mpoueccop — 4 aapa;

OnepaTtvBHas NamMATb — 3aBUCUT OT pa3mepa 6a3bl aboHEHTOB, ¢ koTopoW byaeT pabotate CAS DREGUARD.
MuHumym 8 GB;

XKectkumi gneck — 2 x 150 GB (3aBucuT oT o6bema b/);

lFonoBHoOe 0bopyAOBaHME, COOTBETCTBYIOLEee cTaHaapTy DVB-Simulcrypt ver. 2.

3.2.2. MporpammHoe O6ecneueHune

® KomnoHeHTbl CAS DREGUARD noctaBastoTCA B KOHTEMHepax, Mo3TOMy OcHOoBHOe TpebosaHume k OC cepBepa
- BO3MOXHOCTb ycTaHoBUTb Docker.

® [Mpepgnonaraetcs, uto 6a3bl gaHHbIX (OPKEY DB, CAS DB, Carousel DB v 1.4.) 6yayT pa3BepHyTbl Ha *nix
cncteme.

3.2.3. CuctemHble TpeboBaHUA AN pa3BepTbiBaHUA KOMNOHEHTOB CuctemMbl

KomnoHeHTbl Cuctemsbl pa3BopayvymMBaroTCA B KjacTepe Kubernetes. ,U,J'IFI AaHHbIX KOMMNOHEHTOB A0JI>KHa ObITb
pasBepHyTa ogHa HOZa KJsacTepa.

,ﬂ'ﬂﬂ YCTaHOBKMU HeO6XOAI/1MO npeaBapuTenbHO BbIMONHNTL Ciegyroune Tpe6OBaHI/I$|I

® Ha otaenbHOM cepBepe noarotossieHa Ansible node ¢ nogaepykkon CI/CD. 3a nHdopmaumen obpalyatscs K
pa3paboTtumky naatdopmbl aBTomatmsaumm CI/CD OO0 "LUndpa".
® YcraHoB/eH M HacTpoeH knactep Kubernetes uepes K3s.
® Tak KaKk pa3BepTbiBaHWe Npon3BoanTca B kaactepe k8s, To Heobxoaum config file ans goctyna k
Knacrepy.
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1. Ecam nonb3oBatenb BbINOAHAN pa3BepTbiBaHue Kubernetes camoctosTenbHO, TO OH cam
BoKeH co3aatb config file (cm. gokymeHTaumto Kubernetes).
2. Ecnm Kubernetes 6bin1 pa3BepHYT CTOPOHHUMU NtOABMM, TO He06x0AMMO noayumnTb config file
y agMUHMCTpaTopa knacrepa.
Ha mawwnHe agmuHucTpaTopa yctaHoBaeH kubectl (https://kubernetes.io/docs/tasks/tools/install-kubectl/).
Ha malwnHe agmMuHucTpaTopa ycraHoBseH helm.
Pa3BepHyT DNS-cepBep, npeobpazoBaHue MMeH dns 30HbI HACTPOeHO Ha MacTepa k8s (co3aaHbl A 3anucy Ha
30Hy dns). DNS ycTtaHaBavBaeTcs B ceTeBoe oKpyxeHne DMZ 30Hbl, rae 6yaet pa3sepHyT CAS DREGUARD.
® [ina koppekTHoW paboTbl cuctembl CAS DREGUARD Tpebyetcs pa3BepHyTh kaactep b/l (ccbiika v npasa
J0CTyNa K MHCTPYKLMW MO pa3BepTbiBaHUIO knactepa b/l npegoctaBasatotca No 3anpocy 3akas3ymka)
® [na koppekTHON paboTbl cnctembl CAS DREGUARD HeobxoanM AOCTyN K CleAyrownum pecypcam:
® chartmuseum (ccbiiika 1 NpaBa A0CTyna NPesoCTaBAAOTCA MO 3anpocy 3aKasumka)
® HeobxoanMm fOCTyN K peno3utoputo, cogepkatiemy helmfile gns passeptoiBaHus CAS DREGUARD. Helm
dain coaep>XKMT MHCTPYKLUK, C MOMOLLbHO KOTOPbIX OCYLLECTBAAOTCA HACTPOWKM yCTaHaBAMBaEMBbIX
KoMmnoHeHTOoB. CaMy KOMMOHEHTbI MOCTaBAAOTCA B Buge obpa3os (images), N3 KOTOpbIX pa3BoOpaynBaoTca
Docker-koHTenHepbI.
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4. CoctaB KOMMOHEHTOB A1 YCTaHOBKWN CUCTEMBI

4.1. KomnoHeHTbl CAS DREGUARD

Pa3BepTbiBaHne koMnoHeHToB CAS DREGUARD ocyuectBasetca n3 penosmtopusa gitlab (c nomouukto CI/CD).
HeobxoanMble c6OpKHM, eCan He yKazaHo MHOE, nexar B gitlab.

JocTyn K penosutoputo, cogepkawemy helmfile ans passeptoiBaHns CAS DREGUARD, npegoctansercs no 3anpocy.

4.2. CAS scripts

CkpwunTbl o paboTe ¢ 6a3amu gaHHbIX (B T.U. 6236l CAROUSEL DB, Bxoasuiein B cocta MIS).

MocTaBaatoTCA B BUAE apxuBa cas_scripts X.X.X.zip
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5. YctaHoBka komnoHeHTOB CAS DREGUARD

@ Ycranoeka MIS ocyuectaferca coBmectHo ¢ CAS DREGUARD v BbinoaHAeTCA ciefyroLmnm obpasom:

1. Hactpowutb komnoHeHTbl MIS B penosutopun CAS DREGUARD, B datine production.yaml.
2. Yka3aTb/06HOBUWTb Tar peno3mTopus MIS B penosuntopun CAS DREGUARD.
3. Hactpoutb n pa3sepHytb CAS DREGUARD 13 peno3utopus gitlab (c nomowbro CI/CD).
a. MNpwu pa3septbiBaHnn CAS DREGUARD 6ygeT aBTOMaTUYeCKM NOATAHYT U nogHAT MIS.

5.1. lNpoueaypa ycTaHOBKMU

HeobxoAMMO BbINOSHNUTL YCTAHOBKY CUCTEMbI B COOTBETCTBUM C JOKYMeHTOM "OnuncaHue cxemMbl CD", Tar 4.0 (ccbinka
M NpaBa AOCTyna NPeoCTaBAAKTCA MO 3aMpoCcy 3aKa3yumka).

5.2. Kak co3gaTtb HOBYO cpesy

1. Co3gatb oTAenbHbIV NpoekT B Gitlab
2. HaCTpOI/ITb npoeKT certification/rcas Kak nogmMogyab Ha OCHOBE NHCTPYKLUN (ccbinka m npaea AOCTyna
npeasoCcTaBaAArOTCA MO 3anpocy 3aKa3umka)
3. B npoekTe cpegbl co3aaTb helmfile.yaml ¢ cogep>xumbim:
helmfiles:
- path: <nyTe go nogmogyna>/helmfile.yaml
values:
- <nyTb go nogmoayna>/default.yaml # 3arpyxaem 3ayeHua no-ymMonyHaHuo
- production.yaml # Mpumernaem cobcTeeHHyw koHQUrypaumo

- versions.yaml # (onuwonansHo) MMepeonpegenfseM BepcUM HEKOTOPLIX KOMMNOHEHTOB
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5.3. MNpumep .gitlab-ci.yml

# 30eck nepedncnAnTCA Heobxogummsle warw(stage) nainnakdHa
# B Cny4ae, eCfM HacTb BHWEONUMCaEHHOTO $YHKLMOHanNa
# He TpebyeTcA, HEeHYXHHE WarW MOXHO YOaNUTb
# (HanpwMmep, OCTaBMTL Tonbko init)
stages:
- init
- compose
- grade

variables:
# GIT_* nepemeHHble HeoOXOOQMMBl ONA NPaBMNEHOW paboTw
# penosuTopuA © cabBmogynem
GIT_SUBMODULE_STRATEGY: recursive
GIT_STRATEGY: clone
# ecnd namespace penM3a He 2a038TcA Yepez values/wabnodwe/helmfile,
# To ero mMoxHO 2afaTe 4Yepez nepemedHyw MNAMESPACE
NAMESPACE: rcas-stand
STAGED_PIPELINE: "true"

include:
- project: 'automation/cd-templates’
ref: "4.8"

file: pipeline.yml

5.4. Hactpowka u pa3septbiBaHne CAS DREGUARD

5.4.1. CD pana apredaxrtoB B/,

Mpwu pa3sepTbiBaHnm CAS DREGUARD npoucxoamnt yctaHoBka SCH n API ana b/l uepes mexaHn3am Kubernetes Jobs. B
npouecce yCTaHOBKM COXPaHAETCA JIOT B KOHTeMHepe.

snms_db_sch
enabl ed: true
# You can optionally override database address and port here
#db:
# address: 127.0.0.1
# port: 5432

sns_db_api
enabl ed: true

3TOT pexXuM NoAAep>KMBatOT Bce 6asbl AaHHbIX cuctembl CAS DREGUARD.
5.4.2. Hactpoiika nepeMeHHbIX OKPY)XeHUsA

B cucteme pazseptbiBaHna CAS DREGUARD TpebyeTcs yka3biBaTb NEPEMEHHbIE OKPYXKEHUS, KOTOPbIE NCMOJb3YHOTCA
HenocpeacTBeHHO B camoM npouecce gennoa CAS DREGUARD B knactep.

Hactpoiika nepemeHHbIx ocyliectBaseTcs B gitlab.
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B 6okoBOM MeHHO BbibpaTh Settings (Ha naHenu cnesa) -> CI/CD -> Environment variables. OtpegaktupoBatb
nepemMeHHble.

Cnncok ncnonb3yembix nepeMeHHbix Gitlab npegocraBaseTtcs no 3anpocy 3akasuvika.

(D BAXKHO! Environment variables nmetroT 60s1ee BbICOKMI NPUOPUTET, YEM MEPEMEHHbIE, 3aJiaHHble B daitnax.

5.4.3. Hacrpoiika additional

Manka additional conep>XxuT daiinbl, C NOMOLLLIO KOTOPbLIX HacTpamneatoTcsa dns, ingress, probes, statsd. YkazaHHble
napameTpbl MPUMEHSOTCSA KO BCEM CEPBMCAM U Cy>KbaM B JaHHOM perno3utopun. PekomeHayeTca He MeHATb 3TU
HaCTPOWKWN.

5.4.4. CoctaB penosutopus
PenosuTopuii umeeT cneayroLmii COCTaB:

helmfile.yaml - rnaBHbIN KOHPUrYypaLMOHHBIA dain yTuautel helmfile.
default.yaml - ¢aiin ¢ values okpy>xxeHus ytnantel helmfile.
values - nanka c values ans KaXgoro YapTa; OHW ABAAIOTCA LWabAOHHBIMUK W 3abupatoT 3HaueHus K3 values
okpy>xeHus (panna default.yaml).

® versions.yaml - paitn ¢ BEpCUAMUM KOMMNOHEHTOB; €C/IN B BEPCMM YCTaHOBJIEHA MyCTas CTPoKa, To bepeTcs
nocneaHAa Bepcusa (B COOTBETCTBUM C semver2).

® limitation - nanka c values pecypcoB nogos. C moOMOLLbtO 3TUX PpanoB HacTpamBaroTca KOMNOHeHTbl CAS
DREGUARD, B TOM umnc/ie MHOTOUMCAEHHbIE 6a3bl AaHHbIX.

5.4.5. Bbi6op komnoHeHToB CAS DREGUARD pns ycraHoBku

Mo ymonuaHuio passopaunBarotcs Bce komrnoHeHTbl CAS DREGUARD, ogHako npu HeobxoauMOCTY MOXHO
OTKJHOYaTb HEHYXKHbIE: A5 3TOro B production.yaml, B KOpHe cekLMM COOTBETCTBYHOLLErO KOMMOHEHTA HY>XXHO
BbICTaBUTb enabled: false.

5.4.6. AuHamunueckme napamMmeTpbl B KOHGUrypaumnoHHbIX dailnax
B KOHOUrypaLoHHbIx Painax *_server.cfg napaMeTpbl pasgeneHsl Ha ABe rpynnbi:

1. Bce napameTpsl, Aexalle BHe cekuum "system"”. 3T napamMeTpbl MOXHO MEHATb AMHaMMYeck, T.e. 6e3
nepesanycka COOTBETCTBYOLLEW CyX6bl. [pn M3MEHEHUM 3HaYeHWI 3TX NapaMeTpPOB B
KOHdUrypauvoHHoM daline, Mo NPOLLIECTBMN HEKOTOPOTO BPEMEHW, HOBble 3HaUeHUs ByAyT aBTOMaTUYeCcKu
NPVMEHEHbI K cnyxbe.

! O6patute BHUMaHue! MNapameTpbl, M3MeHAeMble JUHAMUYECKM, Heslb31 3a4aTb Yepes nepemMeHHble
OKPY>KEHWS (CM. BbILLE), OHW MEHSIOTCS TONbKO B KOHOUIypaLuroHHomM daline.

2. MapameTpsbl B cekLmm "system". 3Tv napameTpbl HENb3S U3MEHUTb AUHAMUUECKUN: UTOObI N3MEHEHUSA 3TUX
napameTpoB BCTYMWAM B CUJTY, COOTBETCTBYIOLLaA cny>ba Ao/kHa bbITb NepesanylueHa.

HekoTopble U3 ANHaMUUECKN U3MEHSIEMbIX MapaMeTPoB (Hanpumep, xxx.host B *.cfg) Henb3s NpuUMeHsTb Co
3HaUYeHUAMM "NO YMONYAHUIO", OHWN AOMKHbBI BbITb HAaCTPOEeHbI Ha production.
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5.5. Pa3sepTtbiBaHWe cncTeMbl (OCHOBHbIe 3Tarbl)
STanbl pa3BépTbIBAHWA:

1. MoaroTtoBka AaHHbIX B git (cM. ra. "YcTaHoBka komnoHeHToB CAS DREGUARD"):
a. M3yuntb gokymeHT "OnucaHme cxembl CD" (ccbinka 1 npaBa AOCTyna NpesoCcTaBaAsOTCA MO 3anpocy
3aKa3uuka). BeiInoaHWTbL onmcaHHbIe npoueaypbl.
b. Hactpoutb ABYXCTyneH4aTbIin fenaon.
HactpouTb environment variables (cm. "Hactpolika nepemMeHHbIX oKpy>KeHns'").
d. HactpouTb yml-dainbl, KOTOpble ONpeAenstoT COCTaB 1 HaCTPOMKM pa3BOpaYMBaeMbIX CEPBMCOB U
6a3 AaHHbIX, cM. "HacTpoiika additional”, "CocTae penosutopus”.
e. B KOHPUrypaumnoHHsbIx ¢pannax HacTPOUTb MapamMeTpbl, KOTOPbIe HENb3s OCTaBAATh "MO YMOAYaHUIO" U

/YN HeNb35 N3MEHUTb AMHAMNYECKU, CM. ",ﬂ,l/IHaMI/I‘-IECKVIe napamMeTpbl B KOHq)VIpraLI,l/IOHHbIX c|>al7|nax

o

2. YcraHoBKa 6a3 faHHbIX, BXxoasAwmx B coctaB Cuctemsl, B git (¢ nomowpto CI/CD). Cm. "YctaHoBka ba3 [JaHHbIx

! PasBeptbiBaHve CAS DREGUARD npowncxoauT B ABa 3Tana: CHa4vana npou3BOAMUTCS yCTaHOBKa 6a3
JaHHbIX, 3aTeM (nocne nx HanonHeHus) - cepsmcos CAS DREGUARD.

Stanbl (stages) HacTpamBaroTcs B gitlab-ci.yaml.

a. Mepegs ycTaHoBKON TpebyeTcsa CO3AaTb U COOTBETCTBYHOLLMM 06pa3oM HacTpouTb production.yaml
(cm. CD ansa aptedaktos B/).
3. HanonHeHue 6a3 gaHHbIX (C MOMoLLbto ckpunToB). Cm. "YcTaHoBKa ba3 [aHHbIx".
4. YctaHoBka cnyx6/cepBuncoB, BxoasaLmx B coctaB Cuctemsl, B git (c nomoubsto CI/CD).
a. Mepes ycTaHoBKON TpebyeTcs cO34aTb M COOTBETCTBYHOLLUM 06pa3oM HacTpouTb production.yaml.
b. Aenaetcs Heckonbko nHctaHcoB CAS DREGUARD:
i. O4MH - AnA sms_postgres
ii. no ogHomy nHctaHcy CAS DREGUARD - ans kaxzaoro nposangepa (provider_id)
5. (O6sasatenbHO) yaanuTtb jobs, co3gaHHble Npu pa3BepTbiBaHMM Ha3 AaHHbIX, MHaue B AaNbHENLIEM HeJb3s
6yzeT HakaTUTb HoBble DB_API n DB_SCH.

! BHUMAHME! Mpwu yctaHoBke B production 6a3bl (XXX DB) eé ctapbie cxembl XXX_DB_AP],
COOTBETCTBYHOLME HOoslee paHHUM pesiv3aM, aBTOMATMUECKN He yaansatoTcs. T.e. cTapble CXeMbl
XXX_DB_API HYy>KHO yAanaTb BPYUHYHO.

5.6. Pepaktnposanme production.yaml (ana cepsmncos CAS DREGUARD)

®aiin production.yaml co3gaetcs Ha ocHoBe default.yaml (ccbisika npegocTaBAseTcs Mo 3anpocy 3aKkasurka),
cozep>Kallero oCHOBHble HacTponkun Cuctembl. Hactpoikuy, 3agaHHble B default.yaml, kpome (onumoHanbHo)
napamMeTpoB MOAKOUEHNS, ABAAIOTCA AOCTaTOUHbIMW A8 3KCnayaTaunm Cnucremsl.

OcobeHHOCTH:

® 3HaueHMsA NapaMeTposB, 3agaHHble B production.yaml, nMetoT 60ee BbICOKMI NPUOPUTET, YEM 3HAUEH WS,
3agaHHble B default.yaml.
® Ecaun napameTp He 3agaH B production.yaml, To 6yaeT ncnosb3oBaHO 3HayeHue, 3agaHHoe B defaultyaml.
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® Ecaun napametp He 3agaH Hu B production.yaml, Hu B default.yaml, To 6yaeT ncnonb3oBaHO 3HaueHwe,
3afilaHHoe B KOHOUIypaLnoHHOM daline JaHHOrO KOMMOHEHTA.
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6. [peaBapuTeNbHbIE AEUNCTBUSA

6.1. YctaHoBka OC

1. YcraHoBuTe Ha cepBepe xenaemyto OC. CneayliTe CTaHAAPTHBIN MHCTPYKLUMAM MO HacTpoike gaHHon OC.
Mpeanonaraetcs, Uto cepep 6yaeT GyHKUMOHMpPOBaTb Nog ynpasaeHnem OC *nix.
2. YcraHoBute Docker Ha gaHHon OC.

6.2. Hactpolika nokanusaymnm
MpoBepbTe, UTo y Bac akTBHa fokanb ru_RU.UTF-8. Hanpumep, B Debian 310 MoXHO caenaTtb Tak:

1. BbinonHuTe KOMaHAy:

sudo dpkg-reconfigure -plow | ocal es

2. Y6eautech, uto B cnucke nokanmsaumi otmedeHa ru_RU.UTF-8. Ecam 310 He Tak, BbibepuTe € B 406aBOK K
yXe nMmeroLmMcs U Haxmute OK.
3. lNMpoBepbTe, UTO BbLIBOS, UMEET BUA:

Generating locales (this might take a while)...
en_US. UTF-8... done
ru_RU. UTF-8... done

Generation conplete.

6.3. YctaHoBka PostgreSQL

(D Mo ymonuaHuto Tpebyetca pa3BepHyTb kiactep b/, (ccbiika v NpaBa JOCTyNa K MHCTPYKLMK NO
pa3BepTbiBaHWIO kiactepa b/l npesocTaBaatoTca NO 3aNpocy 3akas3uvmka)

[JaHHbIN pa3gen cnesyeT NCNOAb30BaTb TOJILKO B Cy4vae yctaHoBku b/l B pexxume Standalone.

@ Ans pabotbl cuctembl CAS DREGUARD Tpebyetcs PostgreSQL Bepcumn 14 nau Bbiwe.

YcraHoBkuM PostgreSQL Ha cepBep (6e3 pa3BepTbiBaHWUS U HACTPOVKK knactepa b/l) BbINONHAETCA CTaHAAPTHbLIM
obpasom.

6.4. Hactpouika PostgreSQL

Mo ymonuaHuto TpebyeTtcs pa3sepHyTb kaactep b/l (ccbinka v npaBa AOCTyna K MHCTPYKL MM NO pa3BepTbiBAHWUIO
knactepa b/l npegocTaBastoTCA NO 3aNpocy 3aKa3uumka).

Hactporiky PostgreSQL cneayeT ncnonb3oBaTb TOAbKO B C/lyyae yctaHOBKM B/l B pexxmme Standalone.

HacTpolika ocyliecTBasieTcs CTaHAapTHbIM 0bpa3oM (peaakTupytotcs dainbl postgresql.conf v pg_hba.conf, nocne
BHECEHMWS U3MeHeHMI nepe3anyckaeTcs PostgreSQL).
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6.5. YctaHOBKa HeobxoamMmbix bubanotek (ana PostgreSQL)
Mepeg 3anyckom ckpunToB ans co3gaHns SMS_CAS_DB Heobx0aMMO BbIMOAHUTL CAeAytoLLee:

1. YcraHoBUTb citus 1 pg_cron.
MNpumep (ans postgresqgl Bepcnn 14):

sudo apt-get -y install postgresql-14-citus postgresql-14-cron

2. OTkpbITb daiin postgresql.conf pns pesakTmpoBaHus. Paiin HaXoANTCA 34eCk:

/ et c/ post gresql / 14/ mai n/ post gr esql . conf

3. [obaBuTb ycTaHOBAEHHblE BUHAMOTEKN B dan:

shared_preload_libraries = 'citus, pg_cron' # (change requires restart)

4. [lobasuTb B dalin Ha3saHWe b/ ana pg_cron:

cron. dat abase_nane = 'snscas

5. Y6egutbes, uto B postgresql.conf cnepytouiee 3HaueHne napametpa timezone:

tinezone = 'UTC

6. Mepe3anycTtutb PostgreSQL:

sudo /etc/init.d/ postgresql restart
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/. YcraHoska ba3 [JaHHbIX

! BHUMAHME! Mpu pa3sépTbiBaHuM / 06HOBAEHUM cxeM 6a3 gaHHbix CAS DREGUARD ans Hux
aBTOMaTMuecku yctaHaBameaetcs 'UTC' timezone, BHe 3aBUCMMOCTU OT HacTpoliku PostgreSQL.

Mo ymonyaHuto, b1 6yayT co3ganbl B Tabav4HOM NpocTpaHcTee pg default (TabanyHoe NpoCTPaHCTBO Mo
ymMondaHuto ansa PostgreSQL).

7.1. MNoaroToBKa K yCTaHOBKe
Mopsaok aeicTBUIA:

1. PacnakoBaTb apxvB cas_scripts X.X.X.zip , BxoAsWwniA B KOMMAEKT MNOCTABKK, B XeAaeMyro narnky Ha pasgene
auncka (Hanpumep, /home).

2. MpesocTaBNTb NOAL30BATENAM MPABa Ha UTEHWE, U3MEHEHWE W 3aMyCK COAEPXXMMOro Nanku, Co3AaHHOW Ha
npeablayLem Lware;

sudo chnod -R +x /hone/cas_scripts

3. CmeHuUTb BNajenbLia JaHHOW Nanku Ha postgres:

sudo chown -R postgres /hone/cas_scripts

7.2. YctaHoBka b/}

Pa3BepTbiBaHMe BCcex H6a3 AaHHbIX, BXoaALWmMA B coctaB cucteMbl CAS DREGUARD, ocyluecTBAsieTCs 13 peno3ntopus
gitlab (c nomowpkto CI/CD). Cm. YcTaHoBka komnoHeHToB CAS DREGUARD.

! O6patute BHMMaHue! Npu yctaHOBKe 1 pa3BepTbiBaHUM 6a3 AaHHbIX ¢ nomoubto CI/CD Ha3BaHusA 6a3

AaHHbIX He AOJDKHbI coaepxkaTtb "-" n "_" (aedpucbl n HWOXKHUE NoguepkmnBaHus). [1os3Tomy 3aech U

Adanee co6mop,a|7|Te 3TO OrpaHmn4yeHmne 44 BCeX pa3BopayMBa€MbIX 6a3 AaHHDbIX.

7.3. HanonHeHne CAS_DB

Monyumnte faHHble, HeobxoanmMble ans HanonHeHusa CAS_DB u apyrux 6a3, ot nocrtasLuka katodeit (Key Owner).
3arpy3uTte 311 gaHHble B 6a3bl CAS DREGUARD.

OnwucaHwve 3TOM NpoLeaypbl BEIXOAUT 3@ PaMKW JaHHOTO JOKYMEHTa 1 NPVBEAEHO B OTAE/NbHOM AOKyMEHTe (40CTyn
CTPOro orpaHunyen).

7.4. HanonHeHnune Schedule DB
KomnoHeHT schedule_db_init oTBeuaet 3a HayanbHOE HamoHeHWe pacnucaHma 3agay B SCHEDULE DB.

B napameTpax KOMMOHeHTa ecTb CTaHAapTHbIV enabled: false/true (no ymonuaHuto false) u cas_versions,
0603HavaroLL Ml BEPCMIO KOMaHJ, 418 KOTOPOM HY>KHO 3arpy3vTb HavaJlbHOE HamnoJHEHME.
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7.5. HanonHeHwe octanbHbIx b/l
|_|pl/l YCTaHOBKE B 5,ﬂ, 3aHOCUTCA HaYvalbHOE HanoJiHeHne, C KOTOPbIM MOXHO NMPOBOANTb TECTOBbIE 3aMyCKN CUCTEMBI.

OAHaKO npu pa3BéprIBaHI/II/I 60eBOW CUCTeMbl HaMoIHeEHMe AaHHOI‘/JI ELL HEO6XO,£I,I/IMO MeHATb B COOTBETCTBUU C
HY>XAaMW 3aKa34duka.

O6wme npuHLMNbl HacTpoikin b/l onvcaHbl B COOTBETCTBYIOLWEM pa3gene JokyMeHTa "PykoBoacTee
agMUHUCTpaTopa” (NpeaocTaBAsfeTCA MO 3anpocy 3aKa3umka).

7.6. Hactpowka B3anmogencteusa CAS DREGUARD v DRE Account Manager

[ns koppekTHoro B3ammogenictemsa cuctem CAS DREGUARD u DRE Account Manager (aanee - ACM) goxHbl 6b1Tb
HaCTPOEHbI U NCMO/b30BaTLCA permissions no paboTe ¢ pasHbIMK pa3genamu web-nHtepdeinca CAS DREGUARD.

Mpoueaypa BbINOAHAETCS B CIEAYHOLLUX CyYasX:

® npwu ycraHoeke cuctembl CAS DREGUARD "c Hyns";
® B cnyyae ob6HOBAEHUA/A0baBAeHWA/yAaneHUs NpaB (permissions).

[JaHHyo npouesypy MOXHO BbINOJHATL TO/IbKO NOCAE YCTaHOBKM 06HOBAEHHON SMS DB (ogHa 13 o6HOBEHHbIX 6a3
AaHHbix CAS DREGUARD).

MocnesoBaTeNbHOCTb AENCTBUIA:

1. B ACM pgobaBuTb cepBuc "rcassms”.

! Cwm. PykoBogactBo nosb3osatena DRE Account Manager.

2. B ACM pobaButb cepsuc "dre_platformui”.
3. O6HOBUTL KOHOUIypauuoHHble dainbl penosmtopus CAS DREGUARD:
a. B production.yaml, B cekumm account_manager, Heo6xoa1MMO NPOBEPUTDL, YTO NapamMeTp
service_name paBeH "rcassms".
b. MposepuTk, uto B production.yaml, B cekummn routing_server, BkatoueH 1 nmetotcs 610k
configknabled: true v config.
¢. B production.yaml, B cekuuu routing_init, BbicTaButh Nnapametp enabled: true.
4. BbinosHuTe genion CAS DREGUARD.
5. B ACM pob6aeutb B posb "MDS" (nnm ntobyto apyryto posb ans nosb3osateneinn CAS DREGUARD) npasa 13
cepBucoB "rcassms” u "dre_platformui”.
6. Ecnn web-unHtepdeinic CAS DREGUARD yxke 3anylLueH, To cOpocuTb Kelw CTpaHuLbl (B 6pay3epe) v BbIMOAHUTb
nepeastopusaumo B CAS DREGUARD web.

7.7. Nnterpauma CAS DREGUARD c DRE Config Manager

! [lns onepatopa ¢ KoaoMm pelueHus aptb-dvb gosxHbl 6biTb fo6aBAeHbI NapaMeTpbl cornacHo peectpy DRE
Config Manager.

OcoberHocTn uHterpaunm CAS DREGUARD c DRE Config Manager (ganee no tekcty - CM):
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1. Mpu HeobxoamMMOCTM MHTerpauum B production.yaml, B cekummn config_manager, 3apaetca napameTp enabled:
true, ecnn B3anmogencteme ¢ CM He Tpebyetcs - enabled:false.

2. Mpw BkatoveHUn nHterpauumn ¢ CM Heobxoanmo, utobbl B CM 6bin 3aZaH NOJHbIN Habop HEOBXOANMbIX
napameTpoB. Ecan kakmx-To napaMeTpoB byAeT He0CTaBaTb, TO CEPBUC (rcas_ecmg/rcas_emmg) He
3anyctutca n byaeT BbiBeAeHa COOTBETCTBYHOLAs owmnbka. CnMcok napaMeTpoB NPUBEAEH B OKYMEHTE
"TexHnueckoe onucaHne"”, pasgen "Cnmcok WwabaoHOB NapameTpoB KOHGUIrypauum Ans NoAKAOHEHNS K
rosoBHOMy obopyzaoBaHMO" (AOCTYN K AOKYMEHTY NpesoCcTaBaseTcsa Mo 3anpocy).

3. HasBaHwue napameTpoB muxs_bitrate u muxs_settings, nonyuyaembix ot CM, npuBA3aHbl K BEPCUM KOMaHZ 1
CMMCKy NpoBaliAiepoB 1 UMELDT BUA — muxs_bitrate_v[Bepcusa komaHg]lprovinposaiigepl._..._nposaingepN]
Takum obpasomM, Npu BKAKOUEHUN MHTerpauumn ¢ CM, Tpebyetcs:

a. Obs3aTenbHO BbICTaBUTb B KOHPUIypaLmm rcas_emmg CrUCOK NPOBalAepoB, NCMOAb3yeMbIX Ha
CTEHAE, UTOObI MOATAHYACA HY>XHbI NapameTtp ¢ CM.

b. Ecam Tpebyemoro wabnoHa HeT B CM, nog Heobxoammyro KOHGUIypaL Mo NnpoBangepos, TO
TpebyeTca co3aaTth €€ BPYUHYHO.

© 000 "Lindpa", 2023-2024

JokymeHTaums "MporpamMmHbIi komnaekc "Cructema ycnosHoro goctyna DREGUARD" (CAS DREGUARD).
PykoBozCTBO Mo ycTaHOBKe" ABAAeTC 06bEKTOM aBTOPCKOro npaea. BocnpownsseseHre Bcero npovsseseHnsa nam
nroboit ero vacTn Bocnpetuaetca 6e3 NMCbMEHHOro paspeLleHnsa npaBoobnagartens
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